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Abstract
This thesis describes the design, development and implementation of the core hardware
and software of a modular data acquisition system for geophysical data collection. The
primary application for this system is the acquisition and realtime processing of seismic
data captured in mines. This system will be used by a commercial supplier of seismic
instrumentation, ISS International, as a base architecture for the development of future
products.
The hardware and software has been designed to be extendable and support distributed
processing. The IEEE-1394 High Performance Serial Bus is used to communicate with
other CPU modules or peripherals.
The software includes a pre-emptive multitasking microkernel, an asynchronous mailbox-
based message passing communications system, and a functional IEEE-1394 protocol stack.
The reasons for the end design and implementation decisions are given, and the problems
encountered in the development of this system are described. A critical assessment of the
match between the requirements for the project and the functionality of the implementation
is made.
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Preface
This thesis describes the design and implementation of the core of an architecture that will
replace and extend systems currently in use by ISS International (ISSI)
1
for gathering geo-
physical data. Although this is a research project, submitted in fulllment of a MSc degree,
it has its own context that is avoured by business considerations. To fully understand
the reasoning behind the requirements, one has to have a feel for the context in which the
architecture was designed, and the situation that made its development necessary.
The status quo
The current systems provided by ISSI for data acquisition are optimised for a particular
environment, namely deep gold mines. Although the systems are very successful and well
regarded by customers and competitors alike, their current implementation makes them
inexible and dicult to tailor to new applications.
They are designed for an environment that is relatively harsh, where communications are
provided through (usually) sub-standard cables, but where electrical power is plentiful.
Also, they are designed to trigger on pertinent events, and to store the resultant data for
subsequent forwarding to a central site. They have limited sample-rate and dynamic range,
mediocre distortion requirements, and are simple gatherers of data.
Problems with the status quo
Although the current range of intelligent seismometers (as called by ISSI) are a good
match to their requirements, it was felt that ISSI should try to gain market share in other
areas of geophysical data acquisition. Better exibility means lower risk for the company,
and hopefully more prots and happier customers. Customers frequently ask for some level
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of customisation in their implementations, and this has often resulted in ISSI making small
production runs of a customised printed circuit board and the associated rmware.
Also, the current seismometers are based on the INMOS Transputer range of CPUs, and
ISSI has been compromised by the cessation of all support for, and production of, this
CPU. It is at this point that ISSI decided to start a research project on potential solutions
to their problems, and I became involved.
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Chapter 1
Introduction
This project was intended to provide a potential software and hardware solution that would
meet most, if not all, requirements of the company for the near and, hopefully, also the
unforeseen future. A solution that matched all the requirements would be impossible,
but ISSI wanted some idea of how such a system could be built. If the concept and
implementation were to show promise, they would develop it further for their own use. It
would be my task to try and provide an implementation that would be a good compromise
between the given requirements and other factors such as cost and extensibility.
1.1 The current system
The current Multi Seismometer (the most recent seismic data-collection device available
from ISSI) is a device for the collection of seismic data. At the user level, it is a device that
samples and buers data from several geophones or accelerometers, triggers on "meaning-
ful" events, and passes them to a central site. These devices are scattered around a volume
within a mine, and their results are processed by the central site to provide the location
and intensity of seismic events occurring.
1.1.1 The current system hardware
The current system comprises an Analogue to Digital Converter (ADC) card, an Inmos
Transputer-based CPU card, a boot ROM card and a modem card, all communicating
1
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Figure 1.1: The legacy ISSI hardware.
with each other. The ADC card and Transputer communicate with each other using the
transputer's serial links.
There are limitations to what the current system can do. It is limited to one processor
per box - and that processor is not powerful enough for many potential applications.
Although the transputer can physically connect to three ADC cards, each of which has
three channels, it cannot process the data from those cards fast enough. This is because in
applications where it becomes useful to place seismic sensors close to each other, they need
to be sampled at higher rates. At the moment, the on-board CPU handles all control logic
(such as data buering and packetising for the modem), as well as deciding whether the
incoming sampled data is "meaningful" (See section 1.1.2). For some potential applications,
the CPU simply doesn't have sucient processing capabilities. For others, the speed of
the Transputer communication links becomes a limitation.
1.1.2 The current system rmware
The current system has one transputer per device, and this CPU handles all the processing
for this device. It collects data from the input ADC cards via the transputer serial links,
runs the data stream through a triggering algorithm to decide whether some event worth
recording has occurred, and adds the stream to an event queue if it qualies. A central
site is kept aware of the status of the event queue and requests events in its own time. The
CPU responds with the requested data.
CHAPTER 1. INTRODUCTION 3
The trigger algorithm usually used in the current system is based on a comparison between
long and short term averages of the magnitude of the incoming data. If the short term
average suddenly increases to some multiple of the long term average, then something
interesting is deemed to have occurred. Future systems will use more complex triggering
algorithms, no triggering algorithms at all, or other algorithms that characterise the activity
rather than recording it.
1.2 My objectives
My objectives for this project were to produce a hardware unit, with attendant rmware,
that would test the feasibility of my hardware and software design. A complete implemen-
tation was deemed to be beyond the scope of an MSc project, but my prototype should
show that the overall design philosophy would be a good match to the problem.
Chapter 2
The design requirements
The design requirements for this project resulted from interviewing members of several
dierent departments in ISSI. Each department had its own priorities which often con-
icted with those of other departments, therefore the nal requirements and their relative
priorities were mine to choose.
2.1 What was asked for
The Research, Development, and Production departments were the three that I had to poll.
Below is an unprioritised list of the requirements provided by these three departments.
They are copied directly out of my notebook, with some contextual comments added:
 In some situations, the system might be run as a standalone device - so it would have
to store data locally.
 It might have to support a telephone modem, if used as a standalone device.
 A digital system should have short (if any) analogue cable-runs, to minimise the
distortion of the signal to be measured.
 The new system should have better data processing capabilities than the current
system.
 The new system should be able to support a Digital Signal Processor (DSP) if nec-
essary.
4
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 It should be able to accept many dierent sensor inputs, such as strain gauges or
radiation detectors. For example, one system could monitor both seismic and non-
seismic information in a mine.
 It should be able to synchronise sampling across several boards; this is useful for
seismic reectometry.
 It must be able to communicate via a long distance cable, modem, or with another
like system; thus improving the exibility of the system in the eld.
 Certain applications could require at least 4 MB of on-board memory per ADC, as
a result of using higher input sampling rates.
 It should be able to drive outputs for on-site warnings, indicators or the like; since
electric signals travel faster than seismic waves, a system that activates a remote
safety measure as soon as it detects a large local event could result in the dierence
between mild injury and death.
 It would be benecial if multiple systems, or system CPUs, could co-operate, allowing
seamless expansion of a system to higher volume data inputs.
 It should provide a consistent, exible, software interface that would allow migration
of processing algorithms down the system hierarchy from the central servers towards
the sensors.
 It should consume as little power as possible, as required by standalone systems that
are expected to be powered by batteries or solar panels.
 The base system should be as cheap as possible, preferably cheaper than the current
Transputer-based system sold by ISSI.
 It should be modular.
 It should be exible, and allow for a simple base conguration.
 It must allow for daisy chaining of systems.
 It must be simple for the end user to congure and use.
 It should not be tied to the transputer platform.
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 It should use a CPU with a clean memory model and instruction set.
 It should not incur license fees of any type on ISSI.
These requirements are presented in no particular order and are often contradictory. It is
practically impossible to make a device that would match all of the specications, partic-
ularly that of price. It is dicult to make a single board that would work well and allow
for unspecied expansion in the future.
2.2 Discussion
As I spoke to more people, it became clear that exibility and modularity would be two
of the most important needs for the future. The Research department had hopes of imple-
menting new processing algorithms at the sensor that would be CPU intensive. However,
only some systems would need these algorithms. The Development department was con-
cerned about costs associated with customising designs for individual customers, and the
power requirements and cost of a new system. The Production department wanted a sys-
tem that could allow the minimum number of standard Printed Circuit Boards (PCBs) to
be made.
Other requirements come from envisioned future applications of a system. For instance,
seismic reectometry would require sensors to be sampled synchronously. However, one
potential application cannot dictate a feature for a design at the expense of other goals. I
needed to come to a compromise that would provide a simple architecture, with a low base
cost, and that would still serve many of the potential applications.
I decided that the truly important and feasible requirements were the following:
 It must be modular.
 It must be exible, and allow for a simple base conguration.
 It must use as little power as possible.
 Multiple systems, or system CPUs, must co-operate, so as to allow seamless expansion
(within practical limits) of a system to higher volume data inputs.
CHAPTER 2. THE DESIGN REQUIREMENTS 7
 It must provide a consistent, exible, software interface that allows migration of
processing algorithms down the system hierarchy from the central site towards the
sensors.
 It must be simple for the end user to and congure and use.
 It must be able to communicate via a long distance cable, modem, or with another
like system.
 The base system should be as cheap as possible, preferably cheaper than the current
system sold by ISSI.
 It must allow for timing information to be propagated from, or to, all ADC boards.
By satisfying these requirements I hoped to meet the others in a cost eective manner -
perhaps not all at once, but at least those required for a particular application.
2.3 Deciding on a solution
A modular solution to a problem implies that the individual components in a system
are grouped into modules which are reasonably independent of each other, except for the
exchange of control and data signals with the rest of the world. The more autonomous each
module, the easier it becomes to re-arrange and mix-and-match modules. However, this
is balanced by a lack of exibility in the more complex module, and a higher component
cost per module. Thus, modules can only be made more exible for a given complexity by
making them more expensive.
2.3.1 Serendipity
It was while I was pondering this annoying conict of requirements that I was made aware
of the IEEE-1394 High Performance Serial Bus (henceforth called IEEE-1394) by a fellow
MSc student, Robert Laubscher, who was using it in his project [Lau99]. It is also known
by two dierent trade names, FireWire, trademarked by Apple, and iLink, trademarked
by Sony. On further investigation, it became clear that IEEE-1394 would solve many of
my problems, making it simpler and cheaper to separate modules and yet allowing for a
powerful and exible method of interfacing them. A survey of other buses did not provide
a better solution.
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2.3.2 Other contenders for connecting modules
There are many ways to join electronic modules. I considered using a shared bus, TTL serial
links, SHARC DSP serial links, line drivers and others. A shared bus was not attractive
because it involved far too many signals, and problems such as signal skewing seemed
likely. This left many variations on serial links. A pure TTL synchronous serial connection
is reasonably fast but has limited distance at higher speeds. It also requires hop-to-hop
wiring and software routing, which would load the communicating MCUs. Additionally, it
would not provide the sort of data rates that I thought I might need. If I used an Analog
Devices SHARC DSP as the MCU, then I would get high speed serial communications for
free, but the SHARCs were too expensive for my needs.
Line drivers would increase the distance between modules, which I didn't really need.
The Universal Serial Bus (USB) looked inviting, yet didn't meet my requirements for
bandwidth. The IEEE-1394 bus had many of the advantages of USB, but was also much
faster (400 Mbps available today as against 12Mbps).
Chapter 3
My proposed solution
If I assumed that I could get a cheap processor that was still good enough for most appli-
cations, then I could aord to put a CPU and an IEEE-1394 chipset in each module. This
drove me to survey the processors available. Ideally, I wanted a CPU that was very cheap,
and provided DSP-like facilities without using use a DSP-like instruction set (this was one
of the requirements that the Development department stipulated - they wanted high-level
compilers to generate ecient code for the target architecture). After some searching, I
managed to nd such a processor. (See section 3.2)
3.1 The IEEE-1394 High Performance Serial Bus
The IEEE-1394 bus is a group of point-to-point links that emulate a bus at the chipset
level. Each node signals only to those nodes connected directly to it. However, those nodes
repeat the transmission to their neighbours. This is done at the bit level [IEEE1394, pg
98], where each bit is received, retimed to a local bit clock, and resent.
IEEE-1394 allows 63 nodes on a bus and a total of 1023 buses. Nodes are connected in a
tree-like structure, with the limitations that no more than 16 nodes can be connected in
a row, and that there are no closed loops in the tree. (An example of how this could be
congured is shown in Figure 4.1). Each node can communicate at 100Mbps, 200Mbps,
or 400Mbps, occurring over two twisted pairs. There are two variants of the IEEE-1394
cable. The standard cable has the two twisted pairs, a shield, and power and ground lines.
The cable intended for consumer applications, where size is critical, does not include the
power and ground lines.
9
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An IEEE-1394 chipset provides all the services up to the Link Layer, and in the incarnation
that I used (a chipset from Texas Instruments), comes in two chips - the LLC, or Link
Layer Controller, and the PHY, or the Physical media interface.
The IEEE-1394 bus can be viewed as a write-only bus. It provides a read, a write, and
a lock transaction, where each type of transaction can be interpreted as a write that may
request a write in return. Thus, a read is a write requesting a write in return from the
other node.
IEEE-1394 also provides an implementation of the IEEE-1212 Control and Status Register
Architecture [IEEE1394, pg 10]. This is a useful abstraction wherein each logical unit on
the IEEE-1394 bus provides memory-mapped registers that are used to communicate with
the unit. In eect, each device is memory-mapped into a 64-bit address space. 10 bits are
used to specify the bus, 6 bits to specify the node. A node address of 63 (i.e. all ones
in binary) is the broadcast address, and a bus address of 1023 (again, all ones in binary)
corresponds to the local bus. The remaining 48 bits are memory-mapped within a node.
The memory is not directly mapped to the node's internal RAM; the mapping is emulated
by the node software. One section of this mapped area is the conguration ROM of the
node. This ROM can have one of several dierent layouts, depending upon the level of
support the node provides for the CSR Architecture. Some layouts allow for a node to
dene its own memory areas for one or more logical units, where a unit is a logical service
or device on that node. An example clarifying the layout of the IEEE-1394 address space
is given in Figure 3.1.
The CSR Architecture allows for a node to export certain services using a well understood
interface. External hardware or software need never know how those facilities are provided,
and the implementation can be hidden from external devices.
3.2 Finding a suitable CPU
Once again, I was forced to decide what my priorities were in choosing a component. In
this case, I needed a CPU that was both cheap and powerful. It had to be sparing in power
consumption and integrated enough to be simple to use (usually, these integrated CPUs
are called MCUs, short for Micro-Controller Units). Also, the CPU would probably be
required to do arithmetic on 24-bit data. This ruled out many potential candidates.
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Final 64-bit IEEE-1394 address of Node 62’s first CSR register would be FFFE FFFF FF00 0000 hex
(3FF and 3E packed together is 1111 1111 1111 1110 binary , or FFFE hex)
3E FFFFFF 000000
Figure 3.1: An example of how an IEEE-1394 address is formed.
I considered a wide range of CPUs and culled the undesirables using more and more strict
requirements. Initially I wanted a CPU that would be fast enough in arithmetic and had
the ability to access at least two megabytes of memory without paging. This ruled out any
8-bit processors such as the 8051, Z80, and the Atmel AVR RISCs. The larger CPUs tended
either to have complicated and expensive memory interfaces, used too much power, or were
too expensive. MCUs were a better choice, as their higher level of integration saved on
board space and number of components. This left me with the Motorola ColdFire MCUs,
the embedded 68000 derivatives (MC683xx), the SGS Thomson 16x microcontrollers, and
several ARM-core based MCUs such as the Sharp LH77790, the GEC Plessey Buttery,
the Samsung KS32C6000, and the Atmel AT91 series.
It became clear that a chip with a 16-bit bus was preferable to a chip with a 32-bit bus.
Fewer lines to drive meant better power consumption. It also meant fewer pins on the chip,
less board space, and fewer RAM chips would be required.
The MC68331 used too much power compared to some of the other chips available, wasn't
as fast, and was slightly too expensive. Yet it did have the advantage of being readily
available.
The ColdFire CPUs were simply too expensive, given their capabilities.
The KS32C6000, designed for use in laser printers, had functionality that I didn't need;
nevertheless, it was attractive in that it could use DRAM without any extra circuitry,
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DRAM being a lot cheaper per megabyte than SRAM. However, I eventually decided that
it would be more and more dicult to obtain the DRAM that we required, as the consumer
market is moving away from SIMMS. Also I was hoping to make the entire board work at
3.3V, to save power, and the KS32C6000 was a 5V component.
The Buttery was very attractive, as it ran at 3.3V (albeit at 15MHz), with good integra-
tion. But despite using the ARM7 core, it was outclassed by other ARM7-based MCUs
that had the T and M extensions. (See section 3.2.1.)
The SGS Thomson ST10R163 was tempting, with the ability to address 16 MB of memory,
multiply two 16-bit values at 25MHz in 10 clock cycles (i.e. 400 ns), and had DMA
controllers for handling its on-board peripherals. It also had a clever system of register
banks, making context switches extremely fast. The ST10R163/165/166/167 MCUs had
much the same attributes, with variations in peripherals integrated and the amount of
internal RAM.
After a fairly exhaustive search, I settled on a short list of three MCUs, namely, the SGS
Thomson ST10R163, the Atmel AT91M40400, and the Motorola MC68331. The ST10R163
was only 16-bit but was cheap and fast for its class. The MC68331 was easily available,
with a 32-bit instruction set, yet slightly expensive.
All of these were reasonably integrated, fast, and low cost. However, the Atmel chip,
because it used an ARM7TDMI core and could run at 33MHz at 3.3V, matched my re-
quirements far better than the others. Also, since the AT91 series is based on a core
licensed to many manufacturers, it is unlikely that ISSI would again nd itself in the same
predicament as it does now with the discontinued Transputer. For instance, future designs
could be based on a better MCU from another manufacturer using the same CPU core.
3.2.1 The ARM7TDMI CPU core
The ARM7TDMI core is produced by Advanced RISC Machines and licensed to parties
who need a CPU but do not wish to develop their own. The ARM7 is a full 32 bit
RISC processor, providing impressive performance and power consumption using very little
silicon real estate. The TDMI sux signies certain additional features:
The T indicates that the core supports the Thumb instruction set, a subset of the ARM
instructions which are compressed down to 16 bits per instruction. These are decompressed
on-the-y by the core into ARM instructions and allow the ARM to run much faster
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Processor For Against
ColdFire Clean architecture Price too high
GEC Buttery Well integrated, available Low clock freq.
KS32C6000 Supports DRAM 5V part
ST10R163 and variants Clever architecture 16-bit mult.
MC68331 Easily available Slow
Z80, 8051, AVR Cheap, low power 8-bit
LH77790 Highly integrated Low clock freq.
AT91M40400 32 32 + 64 MAC No cache
CL-PS7110 Highly integrated Too many extras
V850/V831 Fast MIPS based Not available
Table 3.1: A summary of the processors considered.
[ARM96, Sec 1.2.1] on a 16-bit bus. It has been shown that the ARM7TDMI core running
in Thumb mode out of 16-bit RAM runs at about 160% of the speed of the same core using
ARM mode. Code size is also reduced to about 65% of the size of an equivalent program
expressed in ARM opcodes. The DI suxes together mean that the core integrates a
debugger called an EmbeddedICE. This allows the user to stop, start and breakpoint the
CPU while it is running. This is done using a synchronous serial connection to the JTAG
pins on the CPU. These pins are used on other chips for testing the chip during production,
but in this case they are used at run-time for debugging. Other facilities for breakpointing
the CPU when a particular bit pattern is fetched or written are also included. The M
shows that the core has an extended multiplier to accelerate multiplication operations.
The ARM7TDMI is capable of multiplying two 32-bit operands to return a 64-bit result,
and adding the result to a 64-bit accumulator register pair, doing so in only seven clock
cycles, worst case [ARM96, Sec 4.8.3]. It uses an early exit multiplier, so the best case
execution time for the instruction is four clock cycles.
The AT91M40400 is an MCU with 4 KB of on-board RAM, an extended interrupt controller
that allows vectored interrupts, two UARTs with DMA facilities, three 16-bit timers, and
some parallel IO ports. It can run at 3.3V at 33MHz and draws an absolute maximum of
60mA while doing so [Atm98, pg 4]. Experience has shown that the power consumption
of this MCU is typically much lower than this and is usually dwarfed by the other devices
on the board.
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3.3 Partitioning the problem
It is all ne and well to say that each module will come complete with a CPU and an
IEEE-1394 chipset, but this begs the question, what constitutes a module?
3.3.1 Constituents of a module
As has been stated in section 1.1, in situations where many sensors need to be connected
to the data acquisition box, the sensors need to be sampled faster. This means that the
processing requirements increase disproportionately as the number of sensors is increased.
One of the problems with the current systems is that one CPU can't handle this load, and
that the memory requirements for the system increase with the number of sensors. This is
one reason not to allocate one CPU for all the ADCs. Also, if a system does not require
multiple ADCs in one box, having more than one ADC per module implies having more
than one type of ADC module - something of which the production department would not
approve.
It follows fairly naturally from this way of thinking that provided the extra components
are cheap enough, a single ADC should be a complete module. Once this decision has been
made, it becomes natural to stipulate that any other components, such as a modem or line
driver, should each be a single module.
It is gratifying to realise at this point that, at an abstract level, the IEEE-1394 bus and
its associated software can be seen as a replacement for the Transputer serial links. Thus,
at the very least, we have a design that is a more general incarnation of the legacy system.
However, the IEEE-1394 chipset and the associated CPU provide far more processing power
and bandwidth than the current system, at a lower parts cost.
It is interesting to note that this system would provide bandwidth in excess of custom-
designed multiprocessors produced only a few years ago [Tan92, pg 371]. Also, the amount
of processing power and memory scales with the number of sensors, as each data acquisition
card comes with a built-in CPU.
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3.4 My objectives revisited
Now that I had an idea of how I would solve the problem, I had to decide which imple-
mentation would be sucient to show that my idea has merit. I would have to implement
enough of the hardware that it would become obvious that any other required hardware
would be easy to integrate, enough of the software to show that software development
on the hardware would be convenient, and also show that the software I produced was
appropriate and functional.
I decided on the following objectives:
 I would design and build a single printed circuit board that had enough IO connec-
tions for ISSI to interface IO modules of their choice, such as serial ports or ADCs,
to it.
 I would write a kernel that would support a runtime environment and communications
system that would have at least the same functionality as the old Transputer-based
system.
 I would write software to demonstrate the utility of the kernel features such as mul-
titasking or communication.
 I would write at least one device driver, to show how kernel drivers would support
hardware.
 I would write an IEEE-1394 driver and enough of the protocol stack to show how
it would be done and that it would work. This would provide further proof of the
stability and functionality of the kernel as well.
Chapter 4
The hardware implementation
Once I was sure what a sample system would look like (see Figure 4.1), I could begin my
part of its implementation - the part that would make all the modularity and scalability
possible. I decided to build a board that would provide an IEEE-1394 chipset, memory,
and a MCU capable of interfacing to whatever ISSI felt they would like to connect to a
prototype, along with enough software to show that this approach was feasible.
I had already chosen the AT91M40400 MCU but I was stuck, as the chip was not available
by the time I got to the stage where I needed it. I had to wait several months but eventually
managed to get samples of a beta version of the chip from Atmel. Once I had made the
major decision, namely the choice of the MCU, I could design the rest of the board.
4.1 The overall board design
The prototype board had to show that my concept for an architecture could work, and
should also make it simple to interface other circuitry (such as an ADC) to it. It had to
show that using the IEEE-1394 interface was feasible, and that the ARM core could be
included in such a way as to be fast enough for our requirements.
I decided that the rmware for the board would be stored in Flash ROM, as it would
be convenient to be able to change the rmware often while debugging. Seeing as the
AT91M40400 came with a built in EmbeddedICE module, programming the Flash ROM
should be easily done using the MCU, through its JTAG port. I decided to include RAM
16
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IEEE1394
Chipset
ARM CPU
SRAM + FLASH
ADC
IEEE1394
Chipset
ARM CPU
SRAM + FLASH
ADC
IEEE1394 Bus
Sensor
IEEE1394
Chipset
ARM CPU
SRAM + FLASH
Modem
HDD software
HDD
Box
Figure 4.1: An example of the envisaged system.
that would allow the core to run at full speed, and also RAM that was slower (and used
less power), but allowed more capacity for its price.
This left me the choice of a FireWire chipset. At the time of design, only one chipset was
easily available - that made by Texas Instruments and comprising the TSB12LV31 LLC
and the TSB21LV03 PHY. This made my choice very simple; in the future, I expect ISSI
will probably select another chipset. The TSB12LV31's main problem is that it does not
have large enough FIFOs for communications. The TSB12LV32 xes this, but did not
seem to be available at the time of writing. There are also other chipsets available now
that t both the LLC and PHY into one package, saving space and making the board
layout simpler.
Motorola provided a fast (10, 12, or 15ns) 64K by 16-bit SRAM [Mot98] that matched my
requirements exactly. Samples were readily available, and I decided to use this chip, the
MCM6323A, as my fast SRAM.
The choice of what to use for less expensive, lower power RAM, was not so simple. DRAM
is dicult to interface to: it requires multiplexing buses and meeting strict timing require-
ments. There were chips available that would do the interfacing for you - but at twice the
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price of the MCU. Also, at the time, the only DRAMs available required 5V. Furthermore,
DRAM uses too much power for some of the envision applications. I eventually found some
Pseudo-Static RAM, the TC51V8512AF, made by Toshiba. This is DRAM modied to
behave more like SRAM. However, I found that this had its own problems, and required
me to use a timer on the MCU to generate refresh pulses. This would cause data loss if
I breakpointed the CPU and stopped the timer during debugging. All in all, they were
almost as bad a cure as the original disease.
It is at this point that I was made aware of some Toshiba SRAMs that had excellent power
consumption (55mW peak, 4A standby, at 25
Æ
C, [Tos97]), and were cheaper than Pseudo-
Static RAMs. They also provided performance comparable to DRAMs (85ns quoted read
cycle time at 5V, but they seem to behave similarly at 3.3V [Tos97]).
How to interface the IEEE-1394 chipset to the MCU was not immediately apparent to me.
The TSB12LV31 provided two methods for interfacing to CPUs, and could also be used on
either an 8- or 16-bit bus. It had an asynchronous handshake or a pulse mode handshake
interface, selected by tying specied pins high or low [Tex98, pp 2-1 - 2-7]. I eventually
decided to use the asynchronous method and hold the wait line asserted on the MCU until
the TSB12LV31 signalled that the current transaction was complete.
The nal design block diagram of the prototype module can be seen in Figure 4.2. A circuit
diagram can be found in appendix A.
4.2 Problems encountered
The schematic capture software that I used (Seetrax Ranger 3) was adequate for the
purposes of producing a schematic. However, the facilities it provided for producing the
six-layer PCB artwork were terrible. The auto-router failed to connect more than about
15% of the connections detailed in the schematic, even failing at trivial tasks such as wiring
a bank of memory. The manual routing facilities were obtuse, idiosyncratic, and buggy.
Furthermore, there was no undo facility. It did provide the facility to plug in a third party
router (which, I suspect, was the reason that the built-in router atrophied). Unfortunately,
the dongle that came with the autorouter I had was faulty. The replacement came only
after four months, and in the meantime, I had routed the board manually in Ranger, which
took almost a month.
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USART, PIO, TIMERS
JTAG
AT91M40400
2MB SRAM
Flash ROM
64KBx16
Fast SRAM
64KBx16
IEEE-1394
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IEEE-1394
PHY
Test devices
eg: ADC
Host Debugger
Connectors
Figure 4.2: An overview of the prototype board.
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I took care to keep the higher frequency lines as short as possible, and tried to isolate
lines that I thought could cause interference. I split my power and ground planes into an
analogue and digital section, with the IEEE-1394 section being mostly analogue.
The nal layout was a six layer board, but two of the layers were mostly used to take debug
signals to external connectors. I also took those signals which I thought could be used to
test peripherals (such as ADCs) to external connectors. A screen capture can be seen in
Figure 4.3.
There were additional delays as the MCU was not yet available from Atmel. After waiting
several months, and signing a Non Disclosure Agreement, I received a beta version of the
chip.
4.2.1 Building and testing the prototype
Once I had the PCB artwork, I sent it to a production facility to have the board produced.
I received the blank board and immediately found that the analogue ground and power
planes were shorted together. I connected a 20 amp power supply between them, sprayed
the board with a coolant spray and turned on the power supply. The short circuit generated
heat and thawed the iced condensation faster than elsewhere on the board. The fault turned
out to be in an area that was not correctly drilled in the footprint of one of the IEEE-1394
connectors. This took a few minutes with a high speed drill to x.
After that, I populated the board with the absolute minimum number of components
required to get the MCU to boot. In this case, that meant the crystal oscillator, some glue
logic and reset supervisor, as well as the MCU. I consciously designed the board so that it
could be populated and tested in stages. I reasoned that the extra time spent testing and
populating would probably save far more time trying to nd errors in the schematic.
After soldering on the MCU and glue logic, and some LEDs used for debugging, I applied
power to the board. In order to monitor the CPU, I had the JTAG cable to the CPU
core debugger connected. The oscillator started up smoothly, and the power supervisor
generated a valid reset pulse for the MCU, but the MCU was completely dead. After
much ddling, I noticed that the LED connected to the MCKO output (used to drive a
crystal, but recongurable as an output), was not being pulsed at 25MHz, as it should.
The MCKO output is usually the inverse of the MCKI, unless programmed otherwise.
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Figure 4.3: A screenshot of the program used to design the PCB artwork, and the completed
6-layer prototype board. The PCB artwork can be found in appendix B.
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Logically, it should default to being the the inverse of MCKI, as otherwise it would be
impossible to use an ordinary crystal (I used a crystal oscillator, which does not need any
driving inputs). This meant that the MCU was either damaged or in some sort of tri-state
mode. It turned out that the MCU shared the JTAG lines with other inputs, one of which
is checked at bootup to see whether the MCU should be switched into tri-state mode. The
ARM Embedded ICE debugger module held this line low by default, forcing the MCU into
tri-state mode. Unplugging the JTAG connector before switching on the board solved this
problem.
I attached the FlashROM next and tested reads and writes to it; they seemed satisfactory.
I then attached the Motorola x16 SRAM, and found that reads and writes were mangled.
After some testing, I realised I had made a trivial mistake in the schematic and had to
reroute one line. Things were better at this stage, but looking at the output of the MCU
on a data analyser showed that the A0 line was behaving in an almost random manner
when accessing 16-bit wide RAM. I reported this fault to Atmel and rewired the interface
so it would not use that line.
The nal step was to solder on the slow SRAM banks, which I did, and on testing them,
they worked well.
4.2.2 Other problems with the prototypes
As time went on, hardware that initially seemed well-behaved turned out to have problems.
While the Flash ROM on the prototype seemed to program well, and retained its contents
when power was removed, it did not occur to me to check to see that the built-in write
protection on the chip worked. When trying to debug some code I had written to the ROM,
I found that entire sectors (256 bytes) of the ROM were being scrambled. It became clear
that the debugger was trying to write to the ROM to create a software breakpoint. The
ROM accepted any write as being valid (although there is a specic sequence you are
supposed to go through, according to the data sheet), and when a single address in a
sector was written, all other addresses in that sector were also programmed. However, if
an address had not had data written to it before the program cycle was entered, the address
was written with a sequence of all ones. This meant that I would lose large sections of ROM
every time something went wrong and a process wrote to random memory locations. Atmel
did not have errata available on their web site; an email query to them returned a reply
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that there are no known errata on that chip. I xed this by adding some extra logic to
implement a write protect/enable signal. This I connected to a general purpose pin on the
MCU, which disallowed writes until the pin had been software-congured to a particular
state. The general purpose pin is tri-stated by default, and held in the protected state
by a resistor.
For a while, I had a great deal of trouble trying to make the MCU communicate with
the IEEE-1394 chipset. Writes to the chipset were simply unreliable. The Link Layer
Controller (LLC) has a built-in byte stacker [Tex98, pg 2-8], to collect multiple 8 or 16-
bit reads and writes and execute an internal 32-bit read or write when the transaction is
complete. My problem was that the stacker would accept individual 16-bit reads or writes,
but would not stack them in any useful manner. Initially, I thought this might be because
I was using the LLC incorrectly. Eventually, I decided it had to be a hardware problem.
I used a data analyser to watch transactions between the MCU and the LLC. At rst, it
was quite confusing, as it seemed that the LLC could guess which transaction the CPU
would request, and then changed its behaviour accordingly. I never did nd out what
caused this apparently non-deterministic behaviour. After watching several transactions,
and verifying that the correct signals changed in the the right order, I decided that I may
have been violating the setup time of signals into the LLC. The observed signals were
within the published constraints [Tex98, pg 6-3], but to within less than a nanosecond, and
the data sheet states that the published values are not production tested. The LLC times
everything relative to the rising edge of the microprocessor clock. The MCU, however,
references transactions to the falling edge of the clock[Atm98, pg 7]. With a 24.576MHz
clock, this gave me approximately 20ns to setup all the required signals. On a loaded bus,
with the extra logic required to interface to the LLC semi-synchronous interface, meeting
the required 9.6ns setup time was dicult. I decided to invert the clock signal being
provided to the LLC, meaning that it now referenced its signals to the same edge that the
MCU used. This eectively gave me another 20ns to setup my signals. Once I made this
change, the MCU-LLC interface became reliable.
This sort of problem would have been easy to x, if I could have built more than one
prototype and compared them. Unfortunately, of the three PCBs I had made, two showed
faults before I populated them and the third randomly connected and disconnected various
signals as I gently twisted it. The rst board had a short circuit between power and ground
that was easy to x. The second had the same fault but it was not clear where the short
circuit was. The third seemed alright, but was unusable due to intermittent connections
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on signal lines. From this, I think it was reasonable to distrust my one (partially) working
prototype made from that run of boards. Any problem that I turned up could be as a
result of the debugger (which is not perfect, and has its foibles), my design, my software,
or a faulty connection due to a faulty PCB. In the earlier stages, the MCU was also under
suspicion, as it was a beta version. This has made debugging especially challenging.
Chapter 5
The software implementation
This chapter describes my eorts to write the software components of my project. I cover
the structure of my kernel, the communications subsystem, and the IEEE-1394 stack that
I implemented. I try to explain why I implemented various functions, and why I chose the
solutions I did.
The concept of a real-time system needs to be dened. Many authors provide their
own denition. However, as an elegant summary, the authors of the IEEE-1394 standard
[IEEE1394, pg 2] make the point that the correctness of a real-time system is dependent
not only on the logical result of a computation, but also on the time at which the results are
produced. They go on to dene the dierence between a hard and soft realtime system,
stating that a hard real-time system is one in which it is imperative that responses occur
within a specied deadline. Their denition of a soft real-time system is one in which the
deadlines are important, but not absolute: they may be missed from time to time. Other
authors, such as Magalhaes [Mag96], treat deadlines in a far more complex and general
manner which I think is unnecessary for the purposes of this thesis.
The software response-time requirements for this architecture are awkward. I could not nd
another system like it in the literature. In short, the software in this system is expected to
be overloaded. This makes it dicult to characterise the new software as a pure real-time
system, as the point of real-time system design is to guarantee the meeting of deadlines.
The software will be expected to work well most of the time, but it is known that situations
will occur where it will not be able to handle the sheer volume of data presented to it.
One example is the surge of seismic activity just after blasting in a gold mine. With the
dramatic increase in the number of seismic events, more data is captured than could ever
25
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be relayed back to the base station. The CPU is unable to process the data before new
data arrives, nor does it have sucient storage space to buer either the processed or the
raw data.
The software could be considered to be a soft realtime system that is expected to meet
its processing requirements most of the time. Due to the wide range of possible loads,
designing the system for any eventuality would result in expensive hardware that spends
most of its time completely underutilised. A more realistic approach would be to aim for
a system that degrades gracefully under excessive load.
I rst attempted to nd a commercial realtime OS (RTOS) for this project. However, ISSI
were not willing to pay license fees to another company for part of their system. Most
RTOS implementations
1
either cost an exorbitant amount in a once-o fee, or charged
per-CPU fees that eectively doubled the cost of the hardware. Also, the development
environments for these systems usually cost more than the entire cost of my MSc. ISSI
was simply not interested in such arrangements. This meant that I had to implement my
own operating system, or at least a subset sucient for their needs.
As the author of the kernel under which any processing will run, I have to ensure that I
provide the primitives to allow a quick response when possible and a graceful degradation
when necessary.
5.1 The language and development environment
The choice of CPU greatly aects the software and languages available for development.
The ARM Software Development Toolkit, produced by ARM Ltd, provides support for
assembler and C. It was also the only development environment available for the target
processor at the time. It provides an Integrated Development Environment, a mature C
compiler and assembler, ARM CPU core simulator, debugger and proler. This meant
that C and assembler were already looking attractive as the languages that I would use
for development. Another factor that I had to consider is that the legacy software that
1
I am aware of eCos, a free open source RTOS produced by Cygnus Solutions (See
http://www.cygnus.com), which was not available while I was implementing my kernel. At the time
of writing, eCos has only just started supporting the ARM7 core. I have advised ISSI of its availability,
and I think that as it becomes more mature, it is likely to become a better solution for ISSI than my
implementation.
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would have to be ported to this system was written in C. Although other languages have
advantages compared to C [Coo96], simple practical considerations determined my choice.
5.2 The implementation of a kernel
In some ways the new design is for a realtime system and has various requirements:
 It has to be able to support multiple tasks running concurrently. The current ISSI
software is implemented as several processes that communicate with each other.
 It has to have fast interrupt response. The interface to the ADCs will provide new
data every few microseconds. It would be preferable to not have FIFOs built into
the hardware interface. Similarly, communication with a central site requires that no
bytes are lost on the serial port.
 It has to support the distribution of data across an IEEE-1394 network. This would
allow great exibility in the nal conguration of a running system. For example,
a particular type of data could be routed to a specialised processing board, without
requiring major changes to an existing system.
 It has to do things in realtime. Particularly large seismic events would trigger an
emergency response that has to be timeous to be useful.
 It has to be simple to expand and congure. Every customer has specic require-
ments, and customisation should be easy.
Because of the CPU used, and for cost reasons, the CPU does not provide an MMU. Also,
this kernel is for a proprietary system. These two facts make protecting tasks from each
other, and protecting the kernel from tasks, less important than on, for example, a desktop
system. Obviously such protection would still help for testing and debugging. Also, I use
the word 'realtime' to mean that the system will have to respond fast enough to allow data
to be collected and processed. Hard realtime response is not required.
This sets various priorities in the design of the kernel:
 It must support synchronisation of multiple tasks. This is a basic requirement for a
concurrent system.
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 It must try to provide each task with as much CPU time as it requires.
 It does not have to protect tasks from each other, nor protect the kernel from them.
 It must support inter-task communication.
 It must not use much CPU time or memory. In other words, it must be ecient.
 It must support the use of many CPUs communicating via IEEE-1394.
 It must attempt to provide a structure that promotes the re-use of code.
A realtime concurrent system with multiple tasks across multiple CPUs, where the position
and number of CPUs can change in the eld, has its own special problems (Many of which
are beyond the scope of a MSc thesis). A message naming convention has to be agreed upon
to allow dierent tasks to communicate with each other. Each task runs within certain
realtime constraints and has to be guaranteed CPU time. This could be done by the user
programs (a co-operative system) or by the kernel (a pre-emptive system). A pre-emptive
system is more transparent to the programmer.
The kernel has to respond promptly to interrupts, meaning that disabling interrupts within
the kernel, for any length of time, should be avoided. A network protocol, and naming
system, has to be decided upon, to allow tasks on dierent CPUs to communicate. This
must ensure that the required functions will be provided, even though the conguration or
number of CPUs may be changed in the eld.
5.2.1 The communication subsystem
I also had to decide how tasks would communicate with each other. The transputer uses
a synchronous communication system (as dened by Tannenbaum [Tan92, pg 411]). The
current system produced by ISS uses this communication system extensively. However,
it is not the only means of communication possible. There are methods based on shared
memory [Bur90, pp 185-223] as well as various forms of message passing [Bur90, pp 227-
263]. Due to my choice of using a serial bus for communication, passing messages would
be more transparent to a network, and I decided to concentrate on these.
Message passing systems can broadly be classied as synchronous or asynchronous [Tan92],
[Bur90, pg 228]. Asynchronous systems are ones in which the action of sending a message
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does not halt the sending process. This can be more ecient but has other problems -
it necessitates having a message queue for messages. Also, if references to buers or to
memory are passed around, the sending process has no idea when it is allowed to interfere
with the memory area passed by reference. Because only the action of reception causes a
partial synchronisation with another process, more communications are sometimes required
to solve a problem. This can make a given problem more complex to solve. Burns and
Wellings also state that using asynchronous primitives can make it more dicult to prove
the correctness of a complete system, but I am unsure whether this is an indictment of
asynchronous message passing or the formal methods available to prove the correctness of
concurrent systems [Bur90, pg 229].
Synchronous message passing primitives force a sending process to halt until the message
is received by the receiving task. This is a more positive form of synchronisation, forcing
both participating processes to synchronise with each other. However, it can force the
sending process to halt unnecessarily when sending a message, fragmenting the execution
of individual processes, from the point of view of a task scheduler, and possibly incurring
a performance penalty. In any situation where asynchronous message passing is required,
a special buer process has to be created to provide this function.
Each approach has its own set of problems for which it is well-matched. However, it can
be argued that synchronous message passing primitives can be built up from asynchronous
primitives. Thus, an application programmer could build a library of synchronous prim-
itives and use those for the relevant problems. Also, it is my feeling that the number of
pending messages in a process' input message queue can provide a good indication to a
scheduler of where to allocate CPU time. Preliminary simulations have backed this feeling
for simple systems but this is an area for further study.
Another consideration in message passing systems is how processes identify the destination
for their messages. In direct systems, processes name each other. In indirect systems,
an intermediate name is used, much like a post oce box (which explains why such a
system is sometimes referred to as a mailbox system). While direct naming is simpler to
implement, indirect naming has no limitations and provides a useful tool in modularising
software [Bur90, pg 231]. Mailboxes can be used as the interface between distinct parts
of the system. This advantage is one that I consider important. An example is given in
Figure 5.1.
I decided to name my mailboxes by the type of data they would pass. This means that
CHAPTER 5. THE SOFTWARE IMPLEMENTATION 30
ADC Trigger ADC ISR
Mailbox 1
(ADC RAW)
Decimator
Mailbox 2
(ADC Events)
Figure 5.1: A simple example of how processes would communicate via mailboxes. Each
process only has to know the name of a mailbox to communicate eectively.
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data could, for example, be named as raw ADC input, decimated seismic data, or error log
information. The kernel simply has to route the data to a process that indicates that it
handles that type of data. This ensures that any process need not know which other process
will accept its output or produce its input. Hopefully, this will allow easier integration
of processes across multiple CPUs. The same mechanism can be used for synchronising
processes and other such applications.
In order to keep the kernel simple, and to avoid problems with priority inversions and the
like, I initially decided to implement the kernel task switching using a round-robin, variable
time slice, pre-emptive switcher. Each process would be guaranteed some time quantum
per scheduler cycle, but the proportion of time given to a process would be adjusted by
the kernel. The maximum time used to run all tasks once would have a hard upper limit.
Data would pass from process to process via the kernel, which would keep track of all
buers used, and give larger time slices to processes with longer input queues. Eventually,
due to time constraints, I decided to implement a simple round-robin, pre-emptive context
switcher, in an easily upgradeable manner.
Interrupts are handled by the CPU interrupt hardware and interrupt service routines,
which pass data to the kernel, too. Obviously, this was a potential source of problems, as an
interrupt might be interrupting a task that is also passing data to the kernel. The challenge
was to provide a safe implementation, while using a minimum of interrupt disables.
5.2.2 A suggested programming model for this kernel
I envisage the code run on this system to be split into three types. At the most abstract
level are the the applications that process data. They should be fairly immune to changes in
the underlying hardware. At an intermediate level are the device handlers. These processes
collect data from interrupt routines and pass them to applications, and vice versa. Also,
they collect data from these routines, to pass on to applications. These processes should
have a limited dependency on the underlying hardware, and should carry most of the
burden in providing a non-specic interface to the hardware. The lowest, and nal, level
consists of the interrupt routines themselves. They are not scheduled in any way, and are
executed asynchronously when activated by the CPU's interrupt vector circuitry. However,
they are still capable of sending and receiving messages.
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5.2.3 The primitives provided
Choosing a minimum set of useful primitives that a kernel should provide is a dicult
task. I have tried to implement the bare minimum, while keeping it simple to add extra
functionality in the future. How these functions relate to each other is shown in Figure
5.2. So far, I have decided upon, and implemented, the following primitives:
AddProcess(uint Vector, uint Dat, uint TaskSP):
Adds a process to the process list. Returns its PID after having added it to the
list. Gives the process a stack, the size of which is a supplied value, and copies
one 32-bit parameter to the r0 register. The process code should be re-entrant.
RegisterType(uint MsgID, uint PID):
Marks the given process as being eligible for reception of a particular datatype.
WaitMsg(TMsgHandle **Msg, uint MsgID):
Waits for a message to arrive. If nothing is in the input queue, blocks until
something arrives. Can be used by an interrupt. An interrupt executing a
blocking wait would be a serious error condition.
CheckMsg(uint MsgID):
Used to determine if there is a message available. Should be used by interrupt
routines.
SendMsg(TSMsgHandle **Msg, uint MsgID):
Sends a block of data of a specic type. The block sent is now no longer yours.
Can be used by an interrupt.
WaitOnMsgList(uint *MList):
Does a blocking wait on a list of Msg IDs. Returns the oset of an ID with a
non-empty message queue.
Yield(void):
Gives up the remainder of your timeslice. This is useful for processes that sit
in innite loops servicing requests, for limiting their CPU usage.
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Block(void):
Marks the current task as blocked and then does a Yield().
UnBlock(uint PID):
Marks the indicated task as ready for execution.
EInt(void):
Enables interrupts and returns the previous interrupt state.
DInt(void):
Disables interrupts and returns the previous interrupt state.
SetInt(int ReqIntState):
Sets interrupt status to the desired state and returns previous state. This
replaces DInt and EInt but they have not yet been completely removed.
GetPID(void):
Returns the current process ID. Can be used by interrupts and processes, as
interrupts also have a process ID.
5.2.4 The kernel structure
The main loop in the kernel is the task switcher. It switches between available tasks and is
called by a timer interrupt. High speed IO events are handled by interrupts. This means
that the servicing of an IO event is delayed by the handling of an event with a higher
interrupt priority, or by the kernel itself disabling interrupts. There is not much that can
be done in the rst situation, except to minimise the amount of processing done in an
interrupt. The second case provides much encouragement for designing the kernel in such
a way as to minimise delays due to disabled interrupts. The simple solution for ensuring
reliable execution during these cases is to disable all interrupts when servicing an interrupt
and during the execution of the critical parts of the kernel. Unfortunately, this can cause
unnecessary delays in servicing an interrupt.
I eventually decided on a three-tier approach, as is shown in Figure 5.3. The ARM CPU
core provides two layers of interrupts: the FIQ (or Fast Interrupt) and the IRQ (or In-
terrupt). The FIQ has a higher priority than the IRQ, which is used to trigger a context
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Figure 5.2: The functional dependencies of the functions provided by the kernel and the
message passing system.
switch. Thus, temporarily disabling the IRQ ensures that an operation will be atomic at
the task level but FIQs will still interrupt the execution of tasks. The point of the FIQ
is that it allows fast interrupt response. The ARM core even banks several of its registers
when switching into FIQ mode, to save on latency and overhead. Therefore, hardware that
requires a fast response should be tied to the FIQ interrupt. Hardware that can tolerate a
few microseconds of latency can be connected to the IRQ interrupt. FIQ device handlers
cannot use the kernel message passing functions because they could interrupt the kernel in
the middle of another message passing operation. However, IRQ device handlers can use
the message passing subsystem, as they only ever interrupt the subsystem at convenient
moments. This should make it simple to write drivers that abstract the hardware in an
elegant manner.
FIQ device handlers can generate IRQ events, meaning that the FIQ handler's sole purpose
can be to hide latency in the IRQ handling of events. An external device can generate a
FIQ and the FIQ can service the device and update internal buers. Periodically, the FIQ
can generate an IRQ to force a slower handler to fetch a buer and pass it onto the rest
of the system using the message passing subsystem. This guarantees a fast response to
peripherals requiring it, and lessens the constraints on the remainder of the system. It is
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Figure 5.3: The interrupt handling in the kernel and how it ts together with the context
switcher and message passing (MP).
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worth noting that this system does not often have to process data and provide a fast reply,
so for most applications it is acceptable to hide latency using multiple buers.
5.3 Problems encountered
Once I had built my rst prototype, I started the development of the kernel software for
the ARM core. Progress was swift while I was still writing routines that would be required
later, such as those to add tasks and do context switches. Then came a time when I had to
get task switching working. Almost immediately, I was stopped by a very hard problem: I
could not determine how to use the interrupt controller. The documentation I had was still
preliminary and I had to guess at a few steps in the process of programming the various
peripherals and the interrupt controller. This delayed me excessively, as it took me a long
time to realise that the problem was not my fault, and I spent much time trying dierent
code combinations to solve the problem.
Interrupt controller
I was able to get the on-board timer to generate an interrupt request. By using the
debugger, I could see that the interrupt controller on the MCU (note that this is external
to the CPU core) was receiving the interrupt request but was not passing it on to the
ARM core. I tried to enable the interrupts but could not. Writes to the interrupt enable
mask register were simply ignored. Nowhere in memory could I nd an address that would
change the value of the mask register. I was completely stalled and contacted Atmel. They
were horried to discover that the mask revision of the beta chips I had been sent was one
that they thought had never even left the factory. They rushed me a newer version and it
became possible to enable interrupts. They had also xed the erratic behaviour of the A0
line in the memory interface, mentioned earlier in section 4.2.1.
However, I still had a problem - the interrupt controller would behave as I expected after a
power up, but it has an internal stack of pending interrupts, and if certain memory address
were strobed in the wrong order, or too late, it could sit in a state where it would never
assert the core's IRQ line. I xed this by disabling all interrupts and then strobing all the
correct addresses in a loop until I was sure that the pending stack was empty. At this
point I had a reliable timer interrupt and could start testing my task switching routines.
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Atmel later changed the way in which their interrupt controller worked, to eradicate this
and other eects caused by having registers that changed the state of the hardware when
read.
Banked registers
At some stage I inadvertently introduced a bug that was intermittent yet fatal. The MCU
would run for a few seconds and then would end up executing in some random section
of memory. The internal state of the CPU was such that I couldn't see where it had
come from. This bug took a long time to nd; I eventually traced it down to the last few
assembler instructions at the end of my task switch routine.
The ARM core has banked registers to save on register backup operations during interrupts.
Inside an interrupt, and especially when switching contexts, it is sometimes necessary to
access the banked registers. However, it takes time for a bank switch to occur. In the
ARM7TDMI, two instructions should not try to access banked and unbanked registers
consecutively, without some sort of intervening instruction. If you do attempt to do so,
the bank switch usually works, but is not guaranteed to do so.
My task switch routine was being called at 100Hz and the bank switch was succeeding most
of the time. Occasionally, the switch did not complete in time, and an invalid value would
be moved into the program counter. This caused the erratic behaviour and, eventually, a
data abort exception.
Message passing
My next problem was to start implementing the services that a programmer would expect
from the kernel. My primary concern was the message passing subsystem, as it would
inuence the rest of the system dramatically. I spent by far the greatest amount of time
trying to decide how to implement it. I wanted to avoid typecasting pointers whenever I
had to deal with a message. A pointer to a void didn't solve my problem - it just forced me
to typecast all my pointers, rather than some of them (the ARM compiler is fairly fussy
in this regard in its default state). I tried a few dierent approaches, and after a few false
starts, settled on the current implementation. It depends heavily on linked lists, which
are conceptually simple, but can be tricky to get right. Most of the development problems
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associated with the message passing system were related to edge conditions on the linked
lists that I hadn't resolved correctly.
The debug channel
It became clear after a while that it would be useful to have some sort of debug output. One
reasons for choosing the Atmel MCU was that it had a full debugging facility, including
debug output, built into the core. However, the ARM Software Development Toolkit (SDT)
had a particularly bad bug in the software for viewing the debug channel output. The
viewer insisted on oating above all other windows, so I eventually closed it in frustration.
However, there was no way to get that window open again! The window also disappears
when you upgrade from a particular version of the debugger to a slightly later version -
something I discovered later. Reinstalling the software did not x the problem.
Several months later, in desperation, I installed an older copy of the SDT on another
machine, and compared Windows registry entries for the two versions of the program
against each other. Unfortunately, they were quite dierent in the areas referring to the
debugger and the debug channel viewer. I thought I could see a pattern, though, and
after a morning of trying dierent registry entries and structures, I managed to convince
the version I had to open the required window. Soon thereafter, I wrote a small debug
message server for my kernel which would check a circular FIFO and would copy any new
data found to the ARM debug channel. Finally, I had text output to my screen on the
host computer! The debug channel viewer is still somewhat rudimentary, but it is innitely
more useful than no viewer at all.
With the addition of debug output, software development became much easier. I wrote a
timer server that accepted messages from other processes and interpreted them as requests
for a reply after a delay specied in the message. Thus, another process could send a
message requesting a reply in ve seconds and then do a wait for that message; the process
would then wake up after ve seconds to continue processing. This mechanism was also
useful for implementing timeouts on a message wait. A process sent a message to the server
and then did a WaitOnMsgList (see section 5.2.3) for both the reply and the other message
type. The timer does not yet provide an easy way to associate requests and replies.
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5.4 A simple test
As a simple test application I implemented a solution to the Dining Philosophers problem
[Bur93, pp 93-97]. Five philosophers are given ve seats at a round table, but only
ve chopsticks with which to eat, with each chopstick being placed in the space between
adjacent place mats. If each philosopher spends a random amount of time eating and
thinking, how should chopsticks be allocated so that no philosopher starves to death?
This is a well-known computer science problem, intended to be solved in a concurrent
environment, and has a well-known set of solutions. All of these solutions require one
or another synchronisation primitive, and some form of concurrency that works. It is a
simple, well understood example, with a simple solution, and is very intolerant of mistakes
in either its implementation, or the implementation of the underlying primitives it uses. If
a chopstick gets lost, our very absentminded philosophers soon starve to death.
I made each philosopher a separate process that registered to receive two types of message.
One message type corresponds to the left side of the place mat, the other to the right. Note
that no two processes can register to receive the same type of message, so two message
types refer to the same chopstick. This applies for every chopstick, and each message type
should be associated with the edge of a place mat, rather than a chopstick. A message will
be sent to that type if a chopstick crosses the corresponding boundary of that mat.
Here is the C code I used to implement this test:
void Ph(int PhNum)
{
TSMsgHandle *MyLeftChopstick;
TSMsgHandle *MyRightChopstick;
TSMsgHandle *MyTemp;
int LC, RC; /* Addresses to give chopsticks to */
char *foo = "Philosopher x is eating.\n";
/* Figure out where our messages are going */
if (PhNum > 1) {
LC = (PhNum*8)-7;
} else {
LC = (6*8)-7;
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};
if (PhNum < 5) {
RC = (PhNum*8)+7;
} else {
RC = (0*8)+7;
};
/* We have to register for a chopstick from the left and right */
RegisterType((PhNum*8)-1, GetPID()); /* From left */
RegisterType((PhNum*8)+1, GetPID()); /* From right */
RegisterType((PhNum*8)+3, GetPID()); /* Timer reply port */
/* Tell the waiter I'm ready */
WaitSMsg(&MyTemp, ALLOCSMSG);
SendSMsg(&MyTemp, 1);
/* Now we begin */
while (1) {
/* Think */
WaitRand((PhNum*8)+3);
/* Scrabble for chopsticks */
if (PhNum == 1) {
WaitSMsg(&MyRightChopstick, (PhNum*8)+1);
WaitSMsg(&MyLeftChopstick , (PhNum*8)-1);
} else {
WaitSMsg(&MyLeftChopstick , (PhNum*8)-1);
WaitSMsg(&MyRightChopstick, (PhNum*8)+1);
};
/* Eat */
foo[12] = PhNum+48; /* Quick output hack until I get */
DebugMsg(foo); /* sprintf() working */
WaitRand((PhNum*8)+3);
/* give back chopsticks */
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MyLeftChopstick->MsgPtr->SMsg[0]=PhNum;
SendSMsg(&MyLeftChopstick , LC);
MyRightChopstick->MsgPtr->SMsg[0]=PhNum;
SendSMsg(&MyRightChopstick, RC);
};
}
void DoPhilosophers(void)
{
int i;
TSMsgHandle *MyTemp;
/* Open a comms channel */
RegisterType(1, GetPID());
/* Create 5 philosophers with 1K stack space */
for (i=1; i<=5; i++) { AddProcess((unsigned int) &Ph, i, 1024); };
/* Wait for them to say they're ready */
for (i=1; i<=5; i++) {
WaitSMsg(&MyTemp,1);
SendSMsg(&MyTemp,DEALLOCSMSG); /* Discard the messages */
};
/* Set the table */
WaitSMsg(&MyTemp, ALLOCSMSG);
SendSMsg(&MyTemp, (1*8)-1);
WaitSMsg(&MyTemp, ALLOCSMSG);
SendSMsg(&MyTemp, (1*8)+1); /* 1st philo gets 2 chopsticks */
WaitSMsg(&MyTemp, ALLOCSMSG);
SendSMsg(&MyTemp, (3*8)-1);
WaitSMsg(&MyTemp, ALLOCSMSG);
SendSMsg(&MyTemp, (3*8)+1); /* 3rd philo gets 2 chopsticks */
WaitSMsg(&MyTemp, ALLOCSMSG);
SendSMsg(&MyTemp, (4*8)+1); /* 1 chopstick between 4 and 5 */
CHAPTER 5. THE SOFTWARE IMPLEMENTATION 42
}
First, the test initialisation creates the ve philosophers. Next, it registers to receive a
notication message. The philosopher tasks initialise themselves and send a notication
that they are ready. The initialiser then places chopsticks in the correct positions by
sending messages of the correct types. Each philosopher thinks for a while and starts
waiting on the arrival of a message indicating the availability of a message on a particular
side. All philosophers wait for a chopstick, rst on one side, then on the other, except for
one philosopher who waits in the opposite order. This is to avoid any possible deadlock
caused by circular requests for resources [Bur93, pp 84]. Each philosopher waits for one
chopstick, then the other, and eats. On completion of eating, the philosopher replaces the
chopsticks by sending messages of the correct type. Each philosopher process reports its
status using the debug facility mentioned earlier.
The test output from the program was as expected, and the internal process and kernel
data structures were consistent with what I required.
It was at this point that I started writing my IEEE-1394 software drivers and protocol
stack.
5.5 The IEEE-1394 protocol stack
It was decided early that it would be sucient for me to demonstrate that my hardware
was capable of communicating with other hardware via the IEEE-1394 bus. However, I
felt that I could do better than this. Demonstrating that something can operate at the
physical layer level might be meaningful but would not be particularly useful. Also, other
problems that could occur as a result of a design aw or some other problem in my kernel
would not be revealed. An implementation of a IEEE-1394 stack would be a good test of
the other code already written for the hardware.
The stack, at the time of writing, is not fully IEEE-1394 compliant. Certain features have
been omitted, simply because they have not been required yet. However, I have attempted
to ensure that all the necessary infrastructure is in place. Adding the extra features should
be a matter of lling in a few stub routines and perhaps adding a new routine here or
there. Further details will be presented in subsequent sections.
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Figure 5.4: The structure of an IEEE-1394 stack. More detailed versions of this diagram
can be found in [IEEE1394, pg 22] and [And98, pg 43].
5.5.1 Overview of a generic IEEE-1394 stack
The IEEE-1394 stack does not use the seven layer OSI model. As is shown in Figure 5.4,
it uses some parts of the OSI model, but has other additions and modications to support
isochronous data transfers (which are presented at the link layer) and CSR architecture
support (which sits next to the link and transaction layers, rather than above them)
[And98, pg 42].
The protocol layers are:
 Bus Management Layer: provides services to aect all node congurations on the
bus, should the current node be chosen bus manager [IEEE1394, 3.8].
 Transaction layer: provides asynchronous services to support CSR architecture op-
erations, such as read, write, and lock. These operations are further explained in
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section 5.5.2.
 Link Layer: provides a half-duplex data packet delivery service. Acknowledgements
are returned for asynchronous packets, but not for isochronous packets [IEEE1394,
3.6].
 Physical layer: the electrical and mechanical interface required for the transmission
to, reception from, and arbitration of, the serial bus [And98, pg 42].
The Bus Management Layer provides various services. Some of them are provided to all the
nodes on a bus by a single node. Others are conguration services for the local node that
can be accessed remotely or by local applications. Some of these services are an optional
part of the IEEE-1394 standard, while others are required for a IEEE-1394 node. In order
to be compliant, a minimalist conguration ROM and CSR register implementation is
required. The ROM is a section of memory in a particular format, that should be available
for reads by other nodes, and supplies information about the node [IEEE1394, 8.3.2.5.2].
The CSR registers are a mixed group of read only, write only, and read/write memory
addresses used to control the node, or to read information about the dynamic state of the
node or bus [IEEE1394, 8.3.2.2].
The transaction layer has responsibilities that are not immediately obvious. It has to keep
track of transactions on behalf of applications and associate any responses received with
the outgoing message that prompted them. It has to monitor the age of transactions, and
discard them and indicate an error if they should time out. It has to generate unique
transaction labels for outgoing requests, for association purposes. It has to be able to
handle multithreaded transactions, meaning that a requester may issue multiple requests,
with many of them outstanding at any one time, and which can be serviced out of order
[IEEE1394, 3.5].
5.5.2 The signicance of the CSR Architecture primitives
The CSR architecture is dened in [IEEE1212] and denes a structure and set of primitives
that a bus should have in order to be compliant. The idea is that nodes, on multiple busses
of dierent types, will be much easier to control and use if software only has to support
one set of primitives. Compliant nodes are expected to provide a conguration ROM and
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registers that follow a known format. These facilities are provided in a IEEE-1394 node
by the Bus Manager Layer mentioned in section 5.5.1.
A node is expected to be able to perform a read, write or lock transaction. The write is
a write to another node's address space. The read is a write requesting a reply containing
the contents of a particular address. The lock transaction requests that an indivisible read-
modify-write operation be performed in the other node's address space. There are a number
of subcommands specifying which modication should be applied, such as compare-and-
add or mask-and-swap [IEEE1212, 3.3], or others.
The lock transaction is particularly noteworthy, as atomic transactions are very useful
in implementing synchronisation primitives in parallel processing system [Tan92, pg 41].
Seeing as this project is intended to be used in applications where distributed parallel
processing is possible, this feature is important. To some extent, the fact that I have
implemented a message passing system that can be virtualised over the bus without much
eort makes this feature less important. However, I think it likely that it will be used in
this system sometime in the future, as it is such a useful primitive.
5.5.3 My 1394 protocol stack implementation
The Texas Instruments chipset that I have used to implement the IEEE-1394 hardware
support comes in two parts: a physical layer and link layer chip. The link layer chip, as its
name implies, implements most of the IEEE-1394 link layer. It expects to be fed packet
data in particular formats [Tex98, pg 5-1]. The format tells the chip whether the packet
is a read, write or lock transaction, and whether the data is a response or a request. The
dierent types of packet possible are shown in Table 5.1. The formats expected by the
link layer chip, and the formats specied in the IEEE-1394 standard, are similar but not
exactly the same (For example, contrast [IEEE1394, 6.2.2] and [Tex98, 5.1.1]). Also, any
other chipset which may be used by ISSI in the future could be expected to have dierent
formats, and the method for presenting the data to the chipset will most likely be dierent.
This indicated to me that I should try to keep the hardware dependent parts of the stack
separate from the remainder. I decided to break the IEEE-1394 drivers and stack into
dierent les, as shown in Figure 5.5.
At the lowest level is the le ilink.s, which is merely an assembler wrapper for the interrupt
vector associated with the IEEE-1394 hardware. This should be independent of the chipset
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Figure 5.5: An overview of my IEEE-1394 stack implementation.
used but is dependent on the CPU, as it is written in ARM7 assembler. The software layer
above that, ilink.c which is written in C, is dependent on the the IEEE-1394 chipset. It
provides routines that initialise the chipset, read control registers, write control registers,
and read and write data from and to hardware FIFOs. A second C le, ilinkconv.c, which
is specic to the data format used by the chipset, provides routines that convert from the
IEEE-1394 standard to the chipset packet formats. ilink.c and ilinkconv.c use functions
from each other and can be considered as one functional unit. ilink.c communicates with
the transaction layer using the kernel message passing mechanism.
The transaction layer has various responsibilities as discussed in section 5.5.1. The need
to associate multiple transactions implies a need to have a queue of all outgoing requests.
ilinkTRANS.c maintains a list of outgoing requests and their transaction labels in order
to keep track of them. Incoming packets are automatically queued by the message passing
mechanism, through which they are passed to get from the link layer to the transaction
layer. Outgoing packets are also queued by the message passing system, so no queuing is
done internally to the transaction layer.
The asynchronous message passing paradigm mapped particularly well to this problem, as
can be seen in Figure 5.6. It has saved me having to implement multiple input and output
queues specically to keep track of multiple transactions. It has only been necessary to
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Transaction Code Name Comment
0
16
Write request for data quadlet Quadlet payload
1
16
Write request of data block Block payload
2
16
Write response No payload
4
16
Read request for data quadlet No payload
5
16
Read request for data block Quad payload
6
16
Read response for data quadlet Quad payload
7
16
Read response for data block Block payload
8
16
Cycle start packet Quad payload
9
16
Lock request Block payload
A
16
Isochronous data block Block payload
B
16
Lock request Block payload
Table 5.1: The dierent possible types of packet available in IEEE-1394, from [IEEE1394,
6.2.4.5]. Unspecied values are reserved.
implement code that literally tags transactions and sends them on their way.
The only complication has been keeping track of when a transaction times out. The
transaction layer code solves this problem by calculating when the transaction will time
out and storing this in the internal list of transaction codes (the tags mentioned earlier).
It sends a message to the timer server asking for a reply when the oldest message will time
out. This message is waited for in parallel with incoming and outgoing transactions, and
its reception forces a ush of any out-out-date transactions.
This approach works well because only one timer request is ever issued at a time, and when
multiple transactions are successfully conducted, only one message per timeout period is
generated, and the timeout period is typically quite long. Other data about the transactions
are stored to stop late replies from being associated with new transactions that happen to
have the same transaction code.
Above this layer are the applications and CSR address space handlers. Ordinary applica-
tions can only initiate transactions and receive replies. Address space handlers are mapped
into the CSR address space by the transaction layer. Incoming request packets are deliv-
ered to the correct CSR handler depending on their address. At the moment, this is done
using a switch (or case) statement. This is good enough for this small system, but it could
be easily upgraded to be dynamic by making the transaction layer register a message ID
to be used by handlers to assign themselves address spaces.
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Figure 5.6: The queue structure used to implement the transaction layer functions.
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5.6 Testing the 1394 stack
At the time of writing, my implementation of the stack is not fully IEEE-1394 compliant.
That is, it doesn't provide all the facilities required in order to meet the minimum require-
ments [IEEE1394, 1.7]. However, it does provide a sucient subset of capabilities. The
infrastructure is in place and I have tried to provide at least one implementation of any
signicant class of operation. This infrastructure has been built and tested in stages.
5.6.1 Stages of implementation and testing
My rst step was to read from, and write to, the chipset. After solving the problem
mentioned in section 4.2.1, I started writing the low-level (bit level) infrastructure to talk
to the chipset. Because of the way in which I had wired the 1394 chipset, I could only do
a 32-bit register read or write as two separate 16-bit operations. Thus I had to write two
small functions that could read or write 32-bit values. This suited me well because I was
trying to separate the higher levels of the IEEE-1394 stack from the hardware. Forcing
any operation on the chipset to go through those functions has made it simple to modify
the stack to work on future boards with dierent memory layouts. I wrote these functions
and tested them by copying the LLC internal state into another section of memory, and
by changing various registers. Examining the memory dumps showed that the functions
were working as desired.
The next stage was writing an interrupt routine that would examine the LLC status and
call any relevant subroutines. Soon I had a section of code that would be called when a
packet had arrived. I then started writing ilinkconv.c, which provides the facilities to read
a packet out of the LLC FIFO, and convert them to the IEEE-1394 specication format,
which I had decided would be the format used by the link layer. I sent test packets by
hand to the board, using a Philips Reference Design Kit (RDK) that I had borrowed for
this purpose. I breakpointed the conversion routines and checked their output.
At this point it became possible to start the implementation of the transaction layer. I
decided on the method that an application would use for requesting a read packet be sent
to another device and wrote a small test application. I then wrote the transaction layer
to accept requests from applications and pass them down to the link layer. At the same
time, I modied the code I had already implemented at lower layers to send packets to
the transaction layer. Eventually, the read request was successfully transferred from the
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application to the transaction layer to the chipset and across to the Philips RDK. Using
the interface on the Philips board, I could analyse the structure of the packet and convince
myself that it was as it should be. Naturally, the RDK also responded correctly to the
read request, which meant that I had to implement more infrastructure to get the response
back up to the application. It also became necessary to associate incoming responses with
a previous outgoing request, which forced me to construct the transaction layer labelling
system I mentioned in section 5.5.3. This I tested with single outgoing reads and then,
eventually, a program that did multiple reads from the address space of other nodes.
The work I had done allowed applications on the board to query other IEEE-1394 devices,
but it still did not let local applications provide services to other devices. An incoming
read or write had no obvious target - the transaction layer only knew how to associate
incoming responses with previous transaction requests. This also meant that I did not
have a mechanism that would provide facilities to implement the Bus Management Layer.
I added the code mentioned in section 5.5.3 to route incoming requests to higher layers. I
needed this capability to control a IEEE-1394 hard disk drive (HDD) that will be used at
ISSI in the future, and the work I have done on the HDD driver has shown that this code
behaves as I expect.
5.6.2 Summary
I am condent that there are no fundamental design aws in my IEEE-1394 implemen-
tation. I have successfully communicated with a Philips RDK board and an IEEE-1394
HDD. Adding new facilities as I have needed them has been a comfortable experience, not
requiring any major rewrites, and I think I have covered enough of the required functional-
ity to uncover any potential structural aws. However, I think it is possible that there are
still bugs lurking within the implementation, either because I have misunderstood one or
more details of the IEEE-1394 standard, or because I have simply done something wrong.
I hope that my eorts to make the code easily understandable and readable will mitigate
any such problems.
Chapter 6
Consolidation
In section 3.4, I explained what I intended to achieve in this project. So far I have stated
what I have done and why I chose various components or methods of implementation. I
have listed the problems I had and how I overcame them. I have shown how I tested the
sections of the system as I implemented them. However, I have not yet clearly stated the
successes, limitations and shortcomings of my current implementation.
6.1 The hardware
In section 3.3.1, I explained my vision for each hardware module in a future system. I
have produced the core of one of these modules, and ISSI has started developing hardware
and software around it. This collision between a vision and reality has highlighted some
problems with my approach.
My initial prototype provided an IDC connector with most of the signals I thought would
be used for interfacing to the prototype. In the end, as the availability of components
changed and the specications of the devices that would interface to it changed, it became
easier for ISSI to build their own prototype board. They added their own Programmable
Logic Device (PLD), to replace some of my discrete logic devices, and added their own
logic for interfacing to their devices. Thus, the extra eort I spent manually routing those
connections was largely wasted.
As I said in section 4.1, I initially picked the TSB12LV31 Link Layer Controller simply
because it was available. It has reasonable power consumption but has a very small on-
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board FIFO, severely limiting the size of the packets that it can accept. This could create
performance limitations in the future. There is a successor to this chip with much larger
FIFOs, but it consumes signicantly more power. I think the nal solution will be to port
the software to another vendor's IEEE-1394 chipset, when it becomes available. Some
companies are announcing single chip solutions that contain both the LLC and PHY, and
are claiming better power consumption and FIFO sizes. The current implementation uses
more power than I would like for the IEEE-1394 chipset and loads the CPU more than it
should.
In retrospect, the Atmel AT91M40400 still seems like a good choice of CPU. It is around
four times faster than the Transputer CPU it replaces, according to benchmarks done at
ISSI. ARM is selling its CPU core to more and more companies, and it looks like there will
be a good variety of ARM-based MCUs available in the future. The power consumption
of the chip is well within the estimates given by the manufacturers. However, it is already
not powerful enough for some of the applications envisioned. I had intended that one ADC
be connected to one CPU board. This has already fallen by the wayside, as ISSI have
decided it would not be cost eective. However, they are retaining the IEEE-1394 chipset
in acknowledgement that it provides a high level of exibility in expansion.
The choice of IEEE-1394 as an interconnection bus for this system has been vindicated.
When I rst chose it, there were very few commodity items available that supported it.
Since then, it has grown slowly in the audio and video market, and is starting to nd its
way into some computer products, such as digital cameras and HDDs. The fact that HDDs
are becoming available means that no in-house development of extra hardware is required
to store large volumes of data. There are laptops available now with built-in IEEE-1394
ports, meaning that if debug data and realtime data are streamed to the bus, technicians
in the eld have access to a powerful debugging tool. Also, data can be copied o internal
HDDs on a standalone system, with little trouble.
The greatest problem with my design is that it uses SRAM for storage. The SRAM we use
provides excellent power consumption and acceptable speed but it is expensive on a per
megabyte basis. Some applications envisioned by ISSI would require more RAM, yet this
would push up the price of the board substantially. The SRAM on the board is currently
the most expensive part of the design. Unfortunately, I have not been able to nd anything
better.
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6.2 The software
The work I have done can be broken into three sections. First, I needed to implement a
basic kernel. Then I had to implement some form of inter-process communication. Finally,
I decided to implement a IEEE-1394 stack.
6.2.1 The kernel
In section 5.2, I have discussed all the requirements for my kernel, and how I decided to
approach the problem. I tried to implement only the primitives I would need and I think
I have succeeded in this respect. I generally only implemented functions as and when
necessary, and I haven't needed to add any more for several months. ISSI has been writing
code that runs on this kernel as well, and I have had no requests for improvement to the
primitives from them.
My primary concern with the kernel is the context switching and the scheduler. Currently
it is a simple round-robin switcher, with only one priority level. The switcher currently uses
a simple array of contexts to store the system state. Each context has 128 bytes allocated
(but only uses enough for the registers and a few state bits) and the switcher skips through
the list until it nds a valid task to execute. This is very fast if the next context is ready to
run, taking only 36 ARM opcodes for the complete context switch. Every task that is not
ready to run, for whatever reason, takes an extra nine opcodes to skip. This is pleasantly
fast, and would be good enough if processes were guaranteed to spend most of their time
doing blocking waits, but as soon as intensive processing is done, processes will start using
their complete timeslice, and the overall system response time will increase dramatically.
The context switcher can comfortably switch at a rate exceeding 1000 contexts per second,
but each switch takes a minimum amount of time and the overall eciency of the system
decreases as the switcher is called more often. This means that increasing the number of
context switches per second, until the round trip time for all processes is short enough, is
unrealistic.
I have tried to remain agnostic as to what scheduler should be used. The legacy ISSI
system uses a simple multi-level priority scheduling system: lower priority tasks do not run
until all the higher priority tasks are blocked. ISSI have used this very successfully, so I
expect that this will be their rst choice for a scheduler.
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6.2.2 The Inter-Process Communication system
I have discussed my choice of IPC system in section 5.2.1 and the reasons for my choice; I
had several false starts before settling on the current implementation. The message passing
routines are linked into the nal system once and called from whatever process needs them,
and include the necessary instructions to serialise execution within themselves. These
atomic sections of code are the areas in which I think improvement could be made. They
serialise execution by disabling interrupts in the CPU core.
Although code that is expected to respond quickly to outside stimulus should be run from
the FIQ interrupt and thus will not be aected by the disabling of the IRQ interrupts, I
would still prefer the IRQ response to be as fast as possible. It should be possible to break
single large atomic sections in the message passing functions into many smaller atomic
sections; this should decrease IRQ interrupt latency.
Another area for improvement is the function to send messages - it does a linear search
(i.e. complexity O(n)) to nd the linked list corresponding to a message ID. With some
modication to other functions, this could be changed to a binary search (which has com-
plexity O(log
2
n)). Also, once a particular list is found, the code steps through the list to
nd the end and adds a message. This could be made O(1) by adding a pointer to the
last item in the list to the message passing data structures. I did not add this when I rst
wrote the code, as I was more interested in correctness than speed. I did make a conscious
eort to put any slower code in the send functions. This ensures that the producer would
always be slower than a consumer. This may not be necessary but negative feedback is
more attractive to me than positive feedback.
So far, latencies in the message passing system have not had any noticeable eects.
Another reservation that I have about the message passing system is that it has no way
of dealing with low memory conditions. Every process should check that an attempt to
allocate a message succeeds but this can complicate its code substantially. Each process
should deal with being unable to get a message in a sensible manner, just like ordinary
programs should check that a memory allocation has succeeded. I would be much happier
if I could provide a general scheme that would allow the entire system to modify its perfor-
mance under low memory conditions. Perhaps the simplest method would be to provide a
system call that reports how many messages are free. I have discussed this problem with
the programmers at ISSI that will be using my code, and we have been unable to think of
anything more powerful that remains general.
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6.2.3 The IEEE-1394 stack
I have already discussed what I have not implemented in the full IEEE-1394 stack, but I
have not given my reservations with those facilities which I have implemented.
Parts of the stack use the IPC system to queue messages. The current scheduling scheme
means that packets could languish in limbo between processes, causing unnecessary trans-
action timeouts. Also, I have not yet put full error checking into the stack code that passes
messages. Thus it is possible that a message allocation could fail, due to memory con-
straints. If the available memory is exceeded, it is likely that the entire system will crash
anyway, but this is no excuse.
One way of solving this problem would be for the stack to request enough messages for the
entire subsystem on bootup. Messages would be passed in a large circuit, from one process
to another, and eventually back to the source. This has the advantage that if some part of
the stack is losing messages somewhere, the entire subsystem will quickly grind to a halt.
Also, this protects the entire system against denial of service attacks on the IEEE-1394
stack. The current implementation could allocate all available messages if it were ooded
with enough packets.
6.3 Parts of the implementation that turned out well
There are parts of this project with which I am very satised. Some of those parts were
as I designed them, and others simply evolved as I implemented them.
6.3.1 The kernel and message passing system
The paradigm of allowing interrupts to use the message passing system has worked excel-
lently. Hardware dependent code can be isolated within an interrupt routine that com-
municates with a more generic device driver layer running as a process. My experience
implementing the IEEE-1394 stack and the timer server has convinced me that this ar-
rangement works well.
I am also very pleased with the minimalism of my kernel. I have provided very few functions
but have not felt the need to provide any more while building other systems above it. At
one stage I had anticipated the need to add memory management routines; then I realised
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that the current ISSI software uses a standard block size for all its data and manages lists
of these blocks. It also struck me that allocating a message for use was much the same as
allocating memory. I decided that messages could be allocated and used as memory, and
that list management would eectively be done by the kernel. This has had the advantage
of making it easy to see who owns a particular section of memory. The programmers at
ISSI seem to be comfortable with this arrangement, and I have not needed anything more
general to date.
My message passing implementation only passes around pointers to static parts of RAM,
making it fast, with other advantages: processes are merely stipulating who owns a message
by passing it around. As the kernel knows exactly what pointers are valid and over what
range they extend, it is trivial to virtualise this process over a network. The current
implementation throws a ERROR_CatchallNotImplementedYet error when it has to
send a message to an unknown destination. This error can be replaced with a call to
a function that passes the message to another node. Some form of routing has to be
implemented, but this could be as simple as a table manually congured through some
custom CSR registers.
6.3.2 The hardware
I think that the current hardware is a good compromise between cost, power consumption
and functionality. Testing has shown that it works as expected. It is also of a level of
complexity that I had not previously implemented. Although routing the design manually
was a frustrating task, it gave me a great sense of accomplishment when I completed it.
Not only am I happy that does what it should, I am happy that I successfully built a
prototype and programmed it.
6.4 Conclusion
I stated my objectives in section 3.4. I have done the following;
 I have provided hardware to which ISSI have successfully connected external devices.
 I have provided a multi-tasking kernel with a message passing system that provides
the same basic functionality as the legacy ISSI hardware, and I have implemented
enough code under it to show that it works.
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 I have written several device drivers to show how further drivers could be implemented
and, more to the point, that it is possible to do so.
 I have implemented an IEEE-1394 stack that has successfully communicated with
other IEEE-1394 devices, such as a Reference Design Kit and a HDD.
Furthermore, I have designed a system that is being used by other people and may even-
tually be part of a commercial product for data acquisition in many environments.
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Appendix A
Schematics
The following ve pages contain the schematics for the project hardware.
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Appendix B
PCB Artwork
The following pages contain the PCB artwork for the project hardware.
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Appendix C
Photograph
This is a picture of one of the later prototype boards, produced after the one mentioned
in this thesis. Some logic has been replaced with a PLD, and a 5V to 3V level converter
has been added to aid testing software with legacy 5V hardware modules. Some of the
wires shown are modications and the remainder are test points for connection to a logic
analyser or oscilloscope.
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Appendix D
Source Code
The source code for this project follows. Note that this code is a snapshot of work in
progress, as I am adding more facilities for ISSI. However, the message passing and kernel
functions have been stable for a while.
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#i
fd
ef
 M
SG
DE
BU
G
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;
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n
t
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I
n
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Sl
ot
=f
ou
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s
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}
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 c
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 D
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.N
ex
t 
= 
BH
ea
dF
re
eL
LN
;
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33
1 
 2
  
 
 
 
 
E
I
R
e
t
(0
);
 
 
 
33
2 
 1
  
 
 
};
 
 
 
 
 
 
 
 
 
 
 
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
8 
of
 1
62
Se
nd
BM
sg
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
8 
of
 1
62
M
sg
pa
ss
.c
 8
 
 
 
33
4 
 1
  
 
 
U
n
B
lo
ck
(B
ID
He
ad
[S
lo
t]
.P
ID
);
  
 /
* 
Te
ll
 t
as
k 
sw
it
ch
er
 t
o 
en
ab
le
 t
hi
s 
ta
sk
 *
/
 
 
 
33
5 
 1
  
 
 
Sl
ot
 =
 B
ID
He
ad
[S
lo
t]
.L
LH
ea
d;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
33
7 
 1
  
 
 
w
hi
le
 (
BL
LN
od
e[
Sl
ot
].
Ne
xt
 !
= 
-1
)
 
 
 
33
8 
 1
  
 
 
 
 
Sl
ot
 =
 B
LL
No
de
[S
lo
t]
.N
ex
t;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
34
0 
 2
  
 
 
if
 (
(*
Ms
gH
)-
>N
od
e 
==
 S
lo
t)
 {
 
 
 
34
1 
 2
  
 
 
 
 
D
e
bu
gM
sg
(
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
"
Se
nd
BM
sg
: 
FA
TA
L 
ER
RO
R 
- 
At
te
mp
t 
to
 s
en
d 
an
ot
he
r 
pr
oc
es
s’
 m
es
sa
ge
! 
Sy
st
em
 u
ns
ta
bl
e.
\n
")
;
 
 
 
34
2 
 2
  
 
 
 
 
E
I
R
e
t
(E
RR
OR
_N
ot
Yo
ur
Me
ss
ag
e)
;
 
 
 
34
3 
 1
  
 
 
};
 
 
 
34
4 
 1
  
 
 
B
L
L
N
o
de
[S
lo
t]
.N
ex
t=
(*
Ms
gH
)-
>N
od
e;
 
 
 
34
5 
 1
  
 
 
B
L
L
N
o
de
[(
*M
sg
H)
->
No
de
].
La
st
=S
lo
t;
 
 
 
34
6 
 1
  
 
 
E
I
R
e
t
(0
);
 /
* 
Ev
er
yt
hi
ng
 P
ea
ch
y 
*/
 
 
 
34
7 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
9 
of
 1
62
W
ai
tS
M
sg
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
9 
of
 1
62
M
sg
pa
ss
.c
 9
 
 
 
 
 
 
 
 
 
 
 
 
 
 
34
9 
  
  
in
t 
W
a
it
SM
sg
(T
SM
sg
Ha
nd
le
 *
*M
sg
H,
 u
ns
ig
ne
d 
in
t 
Ms
gI
D)
 
 
 
35
0 
  
  
/*
 W
ai
t 
fo
r 
a 
me
ss
ag
e 
of
 t
yp
e 
Ms
gI
D.
 A
 p
oi
nt
er
 t
o 
th
e 
da
ta
 i
s 
re
tu
rn
ed
 i
n 
Ms
g.
 
 
 
35
1 
  
  
 
 
 
R
e
t
u
r
n
s
 
0 
if
 s
uc
ce
ss
fu
l 
*/
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36
3 
 3
  
 
 
 
 
 
 
if
 (
SH
ea
dF
re
eL
LN
 =
= 
-1
) 
EI
Re
t(
ER
RO
R_
No
Fr
ee
SL
LN
od
e)
;
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36
9 
 3
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}
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SL
LN
od
e[
No
de
].
La
st
=-
1;
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 N
ev
er
. 
40
 -
 N
ev
er
  
60
 -
 N
ev
er
 
 
 
12
3 
 1
  
//
 2
0 
- 
re
sp
on
ds
 t
o 
SW
 s
et
 
 
 
12
4 
 1
  
//
 4
0 
- 
no
 r
es
po
ns
e
 
 
 
12
5 
 1
  
//
 6
0 
- 
re
sp
on
ds
 
 
 
12
6 
 1
  
//
 C
on
cl
us
io
n 
- 
20
/6
0 
ar
e 
ed
ge
 t
ri
gg
er
ed
 
 
 
12
7 
 1
  
//
  
  
  
  
  
  
  
00
 i
s 
lo
w 
le
ve
l 
se
ns
it
iv
e
 
 
 
12
8 
 1
  
 
 
B
a
s
e
[A
IC
_I
DC
R]
  
= 
0x
10
00
0;
 
 
 
12
9 
 1
  
 
 
B
a
s
e
[A
IC
_S
MR
16
] 
= 
0x
26
;
 
 
 
13
0 
 1
  
 
 
B
a
s
e
[A
IC
_S
VR
16
] 
= 
Ve
ct
or
;
 
 
 
13
1 
 1
  
 
 
B
a
s
e
[A
IC
_I
CC
R]
 =
 0
x1
00
00
; 
  
  
  
  
  
  
/*
 C
le
ar
 i
nt
 *
/
 
 
 
13
2 
 1
  
 
 
B
a
s
e
[A
IC
_I
EC
R]
 =
 0
x1
00
00
; 
  
  
  
  
  
  
/*
 E
na
bl
e 
in
t 
*/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
13
4 
 1
  
 
 
L
E
D
O
ff
(1
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
13
6 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
tM
as
,0
x9
30
b9
80
0)
; 
  
  
  
//
 S
pe
ci
fy
 w
ha
t 
we
 a
re
 i
nt
er
es
te
d 
in
 
 
 
13
7 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,0
xF
FF
FF
FF
F)
; 
  
  
  
  
//
 C
le
ar
 e
ve
ry
th
in
g
 
 
 
 
 
 
 
 
 
 
 
 
 
 
13
9 
 1
  
 
 
Se
tI
nt
(L
as
tI
nt
);
  
  
  
  
  
  
  
//
 R
es
to
re
 i
nt
er
ru
pt
 s
ta
te
.
 
 
 
14
0 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 4
4 
of
 1
62
LL
C_
Ph
yR
es
et
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 4
4 
of
 1
62
ilin
k.
c 
8
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
2 
  
  
v
o
id
 L
L
C
_
P
hy
Re
se
t(
vo
id
)
 
 
 
14
3 
 1
  
{
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
5 
 1
  
//
 T
el
l 
LL
C 
th
at
 n
ex
t 
re
se
t 
it
 i
s 
al
lo
we
d 
to
 t
ry
 f
or
 c
yc
le
 m
as
te
r
 
 
 
14
6 
 1
  
//
  
Wr
it
eL
LC
(L
LC
Co
nt
, 
0x
06
00
02
28
);
  
  
  
  
  
  
  
//
 L
oo
k 
it
 u
p.
 P
g 
3-
4,
 L
LC
 d
at
as
he
et
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
8 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 N
OT
IF
IC
AT
IO
N 
- 
13
94
 P
HY
 r
es
et
.\
n"
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
0 
 1
  
 
 
I
n
it
LL
C(
);
 
 
 
15
1 
 1
  
//
  
Wr
it
eL
LC
(0
x8
0,
0x
00
61
00
e0
);
 
 
 
15
2 
 1
  
//
  
Wr
it
eL
LC
(0
x8
C,
0x
ff
9e
ff
ff
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
4 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,P
hR
st
);
 
 
 
15
5 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 4
5 
of
 1
62
LL
C_
Ph
yI
nt
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 4
5 
of
 1
62
ilin
k.
c 
9
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
7 
  
  
v
o
id
 L
L
C
_
P
hy
In
t(
vo
id
)
 
 
 
15
8 
 1
  
{
 
 
 
15
9 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,P
hI
nt
);
 
 
 
16
0 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 4
6 
of
 1
62
LL
C_
Ph
yR
XD
at
a
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 4
6 
of
 1
62
ilin
k.
c 
10
 
 
 
 
 
 
 
 
 
 
 
 
 
 
16
2 
  
  
v
o
id
 L
L
C
_
P
hy
RX
Da
ta
(v
oi
d)
 
 
 
16
3 
 1
  
{
 
 
 
16
4 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,P
hR
Rx
);
 
 
 
16
5 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 4
7 
of
 1
62
LL
C_
TX
Re
ad
y
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 4
7 
of
 1
62
ilin
k.
c 
11
 
 
 
 
 
 
 
 
 
 
 
 
 
 
16
7 
  
  
v
o
id
 L
L
C
_
T
X
R
e
a
dy
(v
oi
d)
 
 
 
16
8 
  
  
/*
 T
hi
s 
is
 c
al
le
d 
if
 t
he
 L
LC
 i
s 
re
ad
y 
to
 s
en
d 
a 
pa
ck
et
.
 
 
 
16
9 
  
  
 
 
 
A
n
y
 
pe
nd
in
g 
pa
ck
et
s 
wi
ll
 b
e 
se
nt
. 
*/
 
 
 
17
0 
 1
  
{
 
 
 
17
1 
 1
  
 
 
T
B
M
s
g
H
a
n
dl
e 
*O
ut
go
in
gM
sg
;
 
 
 
17
2 
 1
  
 
 
in
t 
La
st
In
t;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
17
4 
 1
  
 
 
//
 C
he
ck
 i
f 
th
er
e 
ar
e 
an
y 
me
ss
ag
es
 t
o 
se
nd
 
 
 
17
5 
 2
  
 
 
if
 (
Ch
ec
kB
Ms
g(
LK
_D
AT
AR
EQ
) 
==
 0
) 
{
 
 
 
17
6 
 2
  
 
 
 
 
W
a
it
BM
sg
(&
Ou
tg
oi
ng
Ms
g,
 L
K_
DA
TA
RE
Q)
;
 
 
 
17
7 
 2
  
//
  
  
De
bu
gM
sg
("
il
in
k.
c:
 P
ac
ke
t 
se
nt
 a
t 
li
nk
 l
ay
er
.\
n"
);
 
 
 
17
8 
 2
  
 
 
 
 
Se
nd
Pa
ck
et
((
QU
AD
 *
) 
Ou
tg
oi
ng
Ms
g-
>M
sg
Pt
r)
;
 
 
 
17
9 
 2
  
 
 
 
 
Se
nd
BM
sg
(&
Ou
tg
oi
ng
Ms
g,
 D
EA
LL
OC
BM
SG
);
 
 
 
18
0 
 1
  
 
 
};
 
 
 
18
1 
 2
  
 
 
if
 (
Ch
ec
kB
Ms
g(
LK
_D
AT
AR
EQ
) 
!=
 0
) 
{
 
 
 
18
2 
 2
  
 
 
 
 
//
 I
f 
we
 g
et
 h
er
e,
 t
he
n 
th
er
e 
ar
e 
no
 m
or
e 
pa
ck
et
s 
to
 b
e 
se
nt
 
 
 
 
18
3 
 2
  
 
 
 
 
//
 s
o 
we
 s
ho
ul
d 
st
op
 a
ny
 f
ur
th
er
 T
XR
ea
dy
 i
nt
er
ru
pt
s 
fr
om
 b
ei
ng
 s
en
t.
 
 
 
18
4 
 2
  
 
 
 
 
W
r
it
eL
LC
Ma
sk
ed
(L
LC
In
tM
as
, 
0x
04
00
00
00
, 
0x
00
00
00
00
);
 /
/ 
Ki
ll
 a
ny
 f
ur
th
er
 i
nt
er
ru
pt
s
 
 
 
18
5 
 1
  
 
 
}
 
 
 
18
6 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,T
xR
dy
);
 
 
 
18
7 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 4
8 
of
 1
62
LL
C_
RX
ed
As
yn
ch
Pa
ck
et
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 4
8 
of
 1
62
ilin
k.
c 
12
 
 
 
 
 
 
 
 
 
 
 
 
 
 
18
9 
  
  
v
o
id
 L
L
C
_
R
X
e
dA
sy
nc
hP
ac
ke
t(
vo
id
)
 
 
 
19
0 
  
  
/*
 T
he
 L
LC
 h
as
 r
ec
ei
ve
d 
a 
pa
ck
et
. 
Th
e 
pa
ck
et
 h
as
 t
o 
be
 r
ea
d 
an
d
 
 
 
19
1 
  
  
 
 
 
s
e
n
t
 
t
o
 
e
it
he
r 
th
e 
Tr
an
sa
ct
io
n 
la
ye
r 
or
 t
he
 N
od
e 
co
nt
ro
ll
er
 *
/
 
 
 
19
2 
 1
  
{
 
 
 
19
3 
 1
  
 
 
T
B
M
s
g
H
a
n
dl
e 
*R
XH
an
dl
e;
 
 
 
19
4 
 1
  
 
 
QU
AD
 *
Pa
ck
et
Pt
r;
 
 
 
19
5 
 1
  
 
 
in
t 
Er
r;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
19
7 
 1
  
 
 
L
E
D
T
o
g
g
le
(2
);
 
 
 
19
8 
 2
  
 
 
w
hi
le
 (
GR
FN
ot
Em
pt
y(
))
 {
 
 
 
19
9 
 2
  
 
 
 
 
E
r
r
 
=
 
W
a
it
BM
sg
(&
RX
Ha
nd
le
, 
AL
LO
CB
MS
G)
;
 
 
 
20
0 
 3
  
 
 
 
 
if
 (
!E
rr
) 
{
 
 
 
20
1 
 3
  
//
  
  
  
De
bu
gM
sg
("
il
in
k.
c:
 A
sy
nc
 p
ac
ke
t 
re
ce
iv
ed
.\
n"
);
 
 
 
20
2 
 3
  
 
 
 
 
 
 
P
a
c
ke
tP
tr
 =
 (
QU
AD
 *
) 
RX
Ha
nd
le
->
Ms
gP
tr
;
 
 
 
20
3 
 3
  
 
 
 
 
 
 
R
e
a
dP
ac
ke
t(
Pa
ck
et
Pt
r)
;
 
 
 
20
4 
 3
  
 
 
 
 
 
 
Se
nd
BM
sg
(&
RX
Ha
nd
le
, 
LK
_D
AT
AI
ND
);
 
 
 
20
5 
 3
  
 
 
 
 
} 
el
se
 {
 
 
 
20
6 
 3
  
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 C
ou
ld
 n
ot
 a
ll
oc
at
e 
ms
g 
to
 s
en
d 
pa
ck
et
 t
o 
Tr
an
sa
ct
io
n 
la
ye
r.
\n
")
;
 
 
 
20
7 
 2
  
 
 
 
 
}
 
 
 
20
8 
 1
  
 
 
} 
 
 
 
20
9 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,A
Rx
Dt
a)
;
 
 
 
21
0 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 4
9 
of
 1
62
LL
C_
CS
RR
es
et
Co
m
m
an
d
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 4
9 
of
 1
62
ilin
k.
c 
13
 
 
 
 
 
 
 
 
 
 
 
 
 
 
21
2 
  
  
v
o
id
 L
L
C
_
C
SR
Re
se
tC
om
ma
nd
(v
oi
d)
 
 
 
21
3 
  
  
/*
 T
el
l 
th
e 
No
de
 C
on
tr
ol
le
r 
th
at
 i
t 
mu
st
 i
ni
t 
a 
Re
se
t 
*/
 
 
 
21
4 
 1
  
{
 
 
 
21
5 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 N
OT
IF
IC
AT
IO
N 
- 
13
94
 C
SR
 R
es
et
 i
nt
er
ru
pt
 r
eq
ue
st
 r
ec
ei
ve
d.
\n
")
;
 
 
 
21
6 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,C
md
Rs
t)
;
 
 
 
21
7 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 5
0 
of
 1
62
LL
C_
As
yn
ch
TX
St
uc
k
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 5
0 
of
 1
62
ilin
k.
c 
14
 
 
 
 
 
 
 
 
 
 
 
 
 
 
21
9 
  
  
v
o
id
 L
L
C
_
A
s
y
n
c
hT
XS
tu
ck
(v
oi
d)
 
 
 
22
0 
  
  
/*
 T
hi
s 
is
 a
 n
as
ty
 e
rr
or
 c
on
di
ti
on
 t
ha
t 
im
pl
ie
s 
th
at
 
 
 
22
1 
  
  
 
 
 
t
he
 L
CC
 i
sn
t 
be
in
g 
fe
d 
ou
tg
oi
ng
 p
ac
ke
ts
 p
ro
pe
rl
y.
 *
/
 
 
 
22
2 
 1
  
{
 
 
 
22
3 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 E
RR
OR
 -
 F
ir
ew
ir
e 
As
yn
ch
 T
X 
st
uc
k 
in
te
rr
up
t 
ge
ne
ra
te
d.
\n
")
;
 
 
 
22
4 
 1
  
 
 
iL
in
kE
rr
or
 =
 A
TS
tk
;
 
 
 
22
5 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,A
TS
tk
);
 
 
 
22
6 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 5
1 
of
 1
62
LL
C_
G
RF
O
ve
rfl
ow
ed
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 5
1 
of
 1
62
ilin
k.
c 
15
 
 
 
 
 
 
 
 
 
 
 
 
 
 
22
8 
  
  
v
o
id
 L
L
C
_
G
R
F
O
v
e
r
fl
ow
ed
(v
oi
d)
 
 
 
22
9 
  
  
/*
 T
hi
s 
is
 a
n 
er
ro
r 
im
pl
yi
ng
 t
ha
t 
th
e 
LL
C 
is
nt
 
 
 
23
0 
  
  
 
 
 
be
in
g 
se
rv
ic
ed
 s
oo
n/
fa
st
 e
no
ug
h.
 T
hi
s 
is
 n
ot
 
 
 
23
1 
  
  
 
 
 
a
 
go
od
 t
hi
ng
, 
bu
t 
no
t 
as
 b
ad
 a
s 
As
yn
ch
TX
St
uc
k.
 *
/
 
 
 
23
2 
 1
  
{
 
 
 
23
3 
 1
  
//
  
Re
ad
Pa
ck
et
(L
LC
Bu
f)
;
 
 
 
23
4 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 W
AR
NI
NG
 -
 F
ir
ew
ir
e 
Ge
ne
ra
l 
Re
ce
iv
e 
FI
FO
 o
ve
rf
lo
we
d.
\n
")
;
 
 
 
23
5 
 1
  
 
 
iL
in
kE
rr
or
 =
 S
nt
Rj
;
 
 
 
23
6 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,S
nt
Rj
);
 
 
 
23
7 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 5
2 
of
 1
62
LL
C_
He
ad
er
Er
ro
r
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 5
2 
of
 1
62
ilin
k.
c 
16
 
 
 
 
 
 
 
 
 
 
 
 
 
 
23
9 
  
  
v
o
id
 L
L
C
_
H
e
a
de
rE
rr
or
(v
oi
d)
 
 
 
24
0 
  
  
/*
 A
 p
ac
ke
t 
ar
ri
ve
d 
th
at
 m
ig
ht
 b
e 
fo
r 
us
, 
bu
t 
th
e 
he
ad
er
 
 
 
24
1 
  
  
 
 
 
w
a
s
 
c
he
we
d 
up
.*
/
 
 
 
24
2 
 1
  
{
 
 
 
24
3 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 N
OT
IF
IC
AT
IO
N 
- 
13
94
 p
ac
ke
t 
wi
th
 c
he
we
d 
up
 h
ea
de
r 
re
ce
iv
ed
.\
n"
);
 
 
 
24
4 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,H
dr
Er
);
 
 
 
24
5 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 5
3 
of
 1
62
LL
C_
In
va
lid
TC
od
e
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 5
3 
of
 1
62
ilin
k.
c 
17
 
 
 
 
 
 
 
 
 
 
 
 
 
 
24
7 
  
  
v
o
id
 L
L
C
_
I
n
v
a
li
dT
Co
de
(v
oi
d)
 
 
 
24
8 
  
  
/*
 A
 p
ac
ke
t 
ar
ri
ve
d 
wi
th
 a
n 
in
va
li
d 
tr
an
sa
ct
io
n 
co
de
. 
*/
 
 
 
24
9 
 1
  
{
 
 
 
25
0 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 N
OT
IF
IC
AT
IO
N 
- 
13
94
 p
ac
ke
t 
wi
th
 i
nv
al
id
 T
Co
de
 r
ec
ei
ve
d.
\n
")
;
 
 
 
25
1 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,T
CE
rr
);
 
 
 
25
2 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 5
4 
of
 1
62
LL
C_
Cy
cS
ec
on
d
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 5
4 
of
 1
62
ilin
k.
c 
18
 
 
 
 
 
 
 
 
 
 
 
 
 
 
25
4 
  
  
v
o
id
 L
L
C
_
C
y
c
Se
co
nd
(v
oi
d)
 
 
 
25
5 
  
  
/*
 T
he
 C
yc
le
 t
im
er
 s
ec
on
ds
 c
ou
nt
er
 i
nc
re
me
nt
ed
. 
*/
 
 
 
25
6 
 1
  
{
 
 
 
25
7 
 1
  
 
 
L
E
D
T
o
g
g
le
(1
);
 
 
 
25
8 
 1
  
 
 
U
p
t
im
e+
+;
  
 
 
 
25
9 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,C
yS
ec
);
 
 
 
26
0 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 5
5 
of
 1
62
LL
C_
M
CU
W
rit
eE
rr
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 5
5 
of
 1
62
ilin
k.
c 
19
 
 
 
 
 
 
 
 
 
 
 
 
 
 
26
2 
  
  
v
o
id
 L
L
C
_
M
C
U
W
r
it
eE
rr
(v
oi
d)
 
 
 
26
3 
  
  
/*
 N
as
ty
 e
rr
or
 c
on
di
ti
on
. 
Th
e 
CP
U 
sp
ok
e 
to
 t
he
 L
LC
 i
n
 
 
 
26
4 
  
  
 
 
 
a
n
 
in
va
li
d 
ma
nn
er
. 
*/
 
 
 
26
5 
 1
  
{
 
 
 
26
6 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
k.
c:
 E
RR
OR
 -
 M
CU
-L
LC
 w
ri
te
 e
rr
or
 i
nt
er
ru
pt
 g
en
er
at
ed
.\
n"
);
 
 
 
26
7 
 1
  
 
 
iL
in
kE
rr
or
 =
 M
cW
rE
r;
 
 
 
26
8 
 1
  
 
 
W
r
it
eL
LC
(L
LC
In
te
,M
cW
rE
r)
;
 
 
 
26
9 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 5
6 
of
 1
62
In
tV
ec
13
94
C
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 5
6 
of
 1
62
ilin
k.
c 
20
 
 
 
 
 
 
 
 
 
 
 
 
 
 
27
1 
  
  
v
o
id
 I
n
t
V
e
c
13
94
C(
vo
id
)
 
 
 
27
2 
  
  
/*
 T
hi
s 
ge
ts
 c
al
le
d 
by
 a
n 
as
se
mb
le
r 
wr
ap
pe
r 
fu
nc
ti
on
 (
In
tV
ec
13
94
As
m)
 
 
 
27
3 
  
  
 
 
 
t
ha
t 
sa
ve
s 
al
l 
re
gi
st
er
s,
 a
ll
ow
in
g 
th
is
 f
un
ct
io
n 
to
 c
al
l
 
 
 
27
4 
  
  
 
 
 
o
t
he
r 
C 
fu
nc
ti
on
s
 
 
 
27
5 
  
  
*
/
 
 
 
27
6 
 1
  
{
 
 
 
27
7 
 1
  
 
 
//
 F
ir
st
, 
fi
gu
re
 o
ut
 w
hy
 w
e 
we
re
 c
al
le
d.
 
 
 
27
8 
 1
  
 
 
v
o
la
ti
le
 i
nt
 I
Bi
ts
;
 
 
 
27
9 
 1
  
//
  
ch
ar
 B
uf
[2
0]
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
28
1 
 1
  
 
 
//
 S
et
 I
nt
ID
, 
so
 m
es
sa
ge
 p
as
si
ng
 k
no
ws
 w
ho
 w
e 
ar
e
 
 
 
28
2 
 1
  
 
 
I
n
t
I
D
 
=
 
M
A
I
N
13
94
In
t;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
28
4 
 1
  
//
  
if
 (
GR
FN
ot
Em
pt
y(
))
 L
LC
_R
Xe
dA
sy
nc
hP
ac
ke
t(
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
28
6 
 1
  
 
 
L
E
D
T
o
g
g
le
(0
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
28
8 
 1
  
 
 
I
B
it
s 
= 
Re
ad
LL
C(
0x
C)
; 
//
 g
et
 I
nt
er
ru
pt
 b
it
s 
se
t
 
 
 
 
 
 
 
 
 
 
 
 
 
 
29
0 
 1
  
//
  
sp
ri
nt
f(
Bu
f,
 "
IB
it
s:
 %
x\
n"
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29
7 
 1
  
 
 
 
QU
AD
 M
sg
ID
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
29
9 
 1
  
 
 
 
#i
fd
ef
 I
LI
NK
TR
DE
BU
G
 
 
 
30
0 
 1
  
 
 
 
 
 
D
e
bu
gM
sg
("
Ha
nd
le
RX
Re
ad
Re
q 
ca
ll
ed
.\
n"
);
 
 
 
30
1 
 1
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e
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p
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re
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 b
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 t
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br
ea
k;
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38
6 
 1
  
 
 
t
l 
= 
Ge
tT
La
be
l(
Ms
g-
>U
se
rI
D,
 M
yN
od
eI
D,
 T
rR
eq
->
De
st
ID
, 
Ad
dT
im
e(
Ge
tC
yc
Ti
me
(
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ef
 I
LI
NK
TR
DE
BU
G
 
 
 
44
4 
 2
  
 
 
 
 
 
 
D
e
bu
gM
sg
("
Wr
it
e 
re
qu
es
t 
fo
r 
da
ta
 b
lo
ck
 s
en
t.
\n
")
;
 
 
 
44
5 
 2
  
 
 
 
 
#e
nd
if
 
 
 
44
6 
 1
  
 
 
}
 
 
 
44
7 
 1
  
//
  
LL
C_
TX
Re
ad
y(
);
 
 
 
44
8 
 1
  
 
 
L
L
C
_
C
o
m
m
e
n
c
e
T
X
()
;
 
 
 
44
9 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
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 C
O
DE
Pa
ge
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9 
of
 1
62
H
an
dl
eR
ea
dR
es
p
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e 
M
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4 
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Pa
ge
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9 
of
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ilin
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R
AN
S.
c 
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45
1 
  
  
v
o
id
 H
a
n
dl
eR
ea
dR
es
p(
TB
Ms
gH
an
dl
e 
*M
sg
)
 
 
 
45
2 
 1
  
{
 
 
 
45
3 
 1
  
 
 
T
T
r
a
n
s
R
e
s
p
 
*
T
r
R
e
s
p
;
 
 
 
45
4 
 1
  
 
 
T
L
in
kP
ac
ke
t 
*T
lR
eq
;
 
 
 
45
5 
 1
  
 
 
QU
AD
 t
l,
TL
en
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
45
7 
 1
  
 
 
T
r
R
e
s
p
 
=
 
(T
Tr
an
sR
es
p 
*)
 M
sg
->
Ms
gP
tr
;
 
 
 
45
8 
 1
  
 
 
T
lR
eq
 =
 (
TL
in
kP
ac
ke
t 
*)
 M
sg
->
Ms
gP
tr
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
46
0 
 1
  
 
 
t
l 
= 
Tr
Re
sp
->
Tr
Ty
pe
 &
 0
xF
F0
0;
 /
/ 
Us
e 
su
pp
li
ed
 T
ra
ns
ac
ti
on
 l
ab
el
, 
pr
es
hi
ft
ed
 
 
 
 
 
 
 
 
 
 
 
 
 
 
46
2 
 2
  
 
 
if
 (
Tr
Re
sp
->
Le
ng
th
 =
= 
4)
 {
 
 
 
46
3 
 2
  
 
 
 
 
//
 R
ea
d 
re
sp
on
se
 f
or
 d
at
a 
qu
ad
le
t
 
 
 
46
4 
 2
  
 
 
 
 
t
l 
= 
tl
 |
 (
6 
<<
 4
);
  
  
  
  
 /
/ 
se
t 
tc
od
e 
to
 "
re
ad
 r
es
po
ns
e 
fo
r 
da
ta
 q
ua
dl
et
"
 
 
 
46
5 
 2
  
 
 
 
 
T
lR
eq
->
tc
od
es
 =
 t
l;
 
 
 
46
6 
 2
  
 
 
 
 
T
lR
eq
->
DB
lo
ck
.A
dd
rB
lo
ck
.S
rc
ID
 =
 M
yN
od
eI
D;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
46
8 
 2
  
 
 
 
 
T
lR
eq
->
DB
lo
ck
.R
Co
de
Bl
oc
k.
RC
od
e 
= 
0x
00
00
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
//
 R
Co
de
 o
f 
0 
is
 "
al
ls
 w
el
l"
. 
FI
XM
E:
 A
dd
ed
 e
rr
or
s 
la
te
r
 
 
 
46
9 
 2
  
 
 
 
 
T
lR
eq
->
DB
lo
ck
.R
Co
de
Bl
oc
k.
Re
se
rv
ed
 =
 0
x0
00
00
00
0;
 
 
 
47
0 
 2
  
 
 
 
 
Se
nd
BM
sg
(&
Ms
g,
 L
K_
DA
TA
RE
Q)
;
 
 
 
47
1 
 2
  
 
 
 
 
#i
fd
ef
 I
LI
NK
TR
DE
BU
G
 
 
 
47
2 
 2
  
 
 
 
 
 
 
D
e
bu
gM
sg
("
Re
ad
 r
es
po
se
 f
or
 d
at
a 
qu
ad
le
t 
se
nt
.\
n"
);
 
 
 
47
3 
 2
  
 
 
 
 
#e
nd
if
 
 
 
47
4 
 2
  
 
 
} 
el
se
 {
 
 
 
47
5 
 2
  
 
 
 
 
//
 R
ea
d 
re
sp
on
se
 f
or
 d
at
a 
bl
oc
k
 
 
 
47
6 
 2
  
 
 
 
 
t
l 
= 
tl
 |
 (
7 
<<
 4
);
 
 
 
47
7 
 2
  
 
 
 
 
T
lR
eq
->
tc
od
es
 =
 t
l;
 
 
 
47
8 
 2
  
 
 
 
 
T
L
e
n
 
=
 
T
r
R
e
s
p
-
>
L
e
n
g
t
h;
  
  
  
//
 L
en
gt
h 
an
d 
Sr
cI
D 
sh
ar
e 
th
e 
sa
me
 o
ff
se
t 
in
 t
he
 m
es
sa
ge
 
 
 
47
9 
 2
  
 
 
 
 
T
lR
eq
->
DB
lo
ck
.R
Co
de
Bl
oc
k.
Sr
cI
D 
= 
My
No
de
ID
;
 
 
 
48
0 
 2
  
 
 
 
 
T
lR
eq
->
DB
lo
ck
.R
Co
de
Bl
oc
k.
RC
od
e 
= 
0x
00
00
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
//
 R
Co
de
 o
f 
0 
is
 "
al
ls
 w
el
l"
. 
FI
XM
E:
 A
dd
ed
 e
rr
or
s 
la
te
r
 
 
 
48
1 
 2
  
 
 
 
 
T
lR
eq
->
DB
lo
ck
.R
Co
de
Bl
oc
k.
Re
se
rv
ed
 =
 0
x0
00
00
00
0;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
48
3 
 2
  
 
 
 
 
T
lR
eq
->
QB
lo
ck
.I
nf
o.
Da
ta
Le
n 
= 
 T
Le
n;
 
 
 
48
4 
 2
  
 
 
 
 
T
lR
eq
->
QB
lo
ck
.I
nf
o.
Ex
tT
Co
de
 =
 0
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
48
6 
 2
  
 
 
 
 
Se
nd
BM
sg
(&
Ms
g,
 L
K_
DA
TA
RE
Q)
;
 
 
 
48
7 
 2
  
 
 
 
 
#i
fd
ef
 I
LI
NK
TR
DE
BU
G
 
 
 
48
8 
 2
  
 
 
 
 
 
 
D
e
bu
gM
sg
("
Re
ad
 r
es
po
ns
e 
fo
r 
da
ta
 b
lo
ck
 s
en
t.
\n
")
;
 
 
 
48
9 
 2
  
 
 
 
 
#e
nd
if
 
 
 
49
0 
 1
  
 
 
}
 
 
 
49
1 
 1
  
//
  
LL
C_
TX
Re
ad
y(
);
 
 
 
49
2 
 1
  
 
 
L
L
C
_
C
o
m
m
e
n
c
e
T
X
()
;
 
 
 
49
3 
  
  
}
AP
PE
N
D
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 D
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O
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 C
O
DE
Pa
ge
 8
0 
of
 1
62
H
an
dl
eL
oc
kR
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Tu
e 
M
ar
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4 
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3:
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00
0
Pa
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 8
0 
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ilin
kT
R
AN
S.
c 
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49
5 
  
  
v
o
id
 H
a
n
dl
eL
oc
kR
eq
(T
BM
sg
Ha
nd
le
 *
Ms
g)
 
 
 
49
6 
 1
  
{
 
 
 
49
7 
 1
  
 
 
D
e
bu
gM
sg
("
il
in
kT
RA
NS
.c
 -
 H
an
dl
eL
oc
kR
eq
 c
al
le
d.
 U
ni
mp
le
me
nt
ed
 f
un
ct
io
n.
\n
")
;
 
 
 
49
8 
 1
  
 
 
Se
nd
BM
sg
(&
Ms
g,
 D
EA
LL
OC
BM
SG
);
 
 
 
49
9 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 8
1 
of
 1
62
H
an
dl
eT
rD
at
aR
es
p
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 8
1 
of
 1
62
ilin
kT
R
AN
S.
c 
21
 
 
 
 
 
 
 
 
 
 
 
 
 
 
50
1 
  
  
v
o
id
 H
a
n
dl
eT
rD
at
aR
es
p(
vo
id
)
 
 
 
50
2 
  
  
//
 H
an
dl
es
 i
nc
om
in
g 
re
ad
 r
es
po
ns
es
 f
ro
m 
th
e 
ap
pl
ic
at
io
n 
la
te
r.
 D
on
t 
ca
ll
 t
hi
s
 
 
 
50
3 
  
  
//
 u
nl
es
s 
yo
u 
kn
ow
 t
ha
t 
sa
id
 d
at
a 
ha
s 
ar
ri
ve
d.
 
 
 
50
4 
  
  
//
 T
hi
s 
ro
ut
in
e 
is
 n
ot
 s
tr
ic
tl
y 
ne
ed
ed
, 
bu
t 
is
 i
nc
lu
de
d 
to
 m
ai
nt
ai
n 
a 
co
ns
is
te
nt
 
 
 
50
5 
  
  
//
 s
tr
uc
tu
re
 i
n 
th
e 
pr
og
ra
m.
 
 
 
50
6 
 1
  
{
 
 
 
50
7 
 1
  
 
 
T
B
M
s
g
H
a
n
dl
e 
*T
mp
BM
sg
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
50
9 
 1
  
 
 
W
a
it
BM
sg
(&
Tm
pB
Ms
g,
 T
R_
DA
TA
RE
SP
);
 
 
 
51
0 
 1
  
 
 
#i
fd
ef
 I
LI
NK
TR
DE
BU
G
 
 
 
51
1 
 1
  
 
 
 
 
D
e
bu
gM
sg
("
13
94
 T
L:
 T
R_
DA
TA
RE
SP
 r
ec
ei
ve
d.
\n
")
;
 
 
 
51
2 
 1
  
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
51
4 
 1
  
 
 
H
a
n
dl
eR
ea
dR
es
p(
Tm
pB
Ms
g)
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
51
6 
 1
  
 
 
//
 M
sg
 i
s 
no
t 
de
al
lo
ca
te
d,
 b
ec
au
se
 i
t 
ge
ts
 r
ew
ri
tt
en
 a
nd
 p
as
se
d 
on
.
 
 
 
51
7 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 8
2 
of
 1
62
H
an
dl
eT
rD
at
aR
eq
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 8
2 
of
 1
62
ilin
kT
R
AN
S.
c 
22
 
 
 
 
 
 
 
 
 
 
 
 
 
 
51
9 
  
  
v
o
id
 H
a
n
dl
eT
rD
at
aR
eq
(v
oi
d)
 
 
 
52
0 
  
  
//
 H
an
dl
es
 i
nc
om
in
g 
da
ta
 f
ro
m 
th
e 
ap
pl
ic
at
io
n 
la
ye
r.
 D
on
t 
ca
ll
 t
hi
s
 
 
 
52
1 
  
  
//
 u
nl
es
s 
yo
u 
kn
ow
 t
ha
t 
sa
id
 d
at
a 
ha
s 
ar
ri
ve
d.
 
 
 
52
2 
 1
  
{
 
 
 
52
3 
 1
  
 
 
T
B
M
s
g
H
a
n
dl
e 
*T
mp
BM
sg
;
 
 
 
52
4 
 1
  
 
 
T
T
r
a
n
s
R
e
q
 
*
T
r
R
e
q
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
52
6 
 1
  
 
 
W
a
it
BM
sg
(&
Tm
pB
Ms
g,
 T
R_
DA
TA
RE
Q)
;
 
 
 
52
7 
 1
  
 
 
#i
fd
ef
 I
LI
NK
TR
DE
BU
G
 
 
 
52
8 
 1
  
 
 
 
 
D
e
bu
gM
sg
("
13
94
 T
L:
 T
R_
DA
TA
RE
Q 
re
ce
iv
ed
.\
n"
);
 
 
 
52
9 
 1
  
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
53
1 
 1
  
 
 
T
r
R
e
q
 
=
 
(T
Tr
an
sR
eq
 *
) 
Tm
pB
Ms
g-
>M
sg
Pt
r;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
53
3 
 2
  
 
 
s
w
it
ch
 (
Tr
Re
q-
>T
rT
yp
e)
 {
 
 
 
53
4 
 2
  
 
 
 
 
c
a
s
e
 
0 
: 
 /
/ 
Re
ad
 r
eq
ue
st
 
 
 
53
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eR
ea
dR
eq
(T
mp
BM
sg
);
 
 
 
53
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
53
7 
 2
  
 
 
 
 
c
a
s
e
 
1 
: 
 /
/ 
Wr
it
e 
re
qu
es
t
 
 
 
53
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eW
ri
te
Re
q(
Tm
pB
Ms
g)
;
 
 
 
53
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
54
0 
 2
  
 
 
 
 
c
a
s
e
 
2 
: 
 /
/ 
Lo
ck
 r
eq
ue
st
 
 
 
54
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eL
oc
kR
eq
(T
mp
BM
sg
);
 
 
 
54
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
54
3 
 2
  
 
 
 
 
de
fa
ul
t:
 
 
 
54
4 
 2
  
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kT
RA
NS
.c
 (
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eT
rD
at
aR
eq
) 
- 
ER
RO
R:
 R
Xe
d 
in
va
li
d 
me
ss
ag
e 
fr
om
 A
pp
 l
ay
er
.\
n"
);
 
 
 
54
5 
 1
  
 
 
}
 
 
 
54
6 
 1
  
 
 
//
 M
sg
 i
s 
no
t 
de
al
lo
ca
te
d,
 b
ec
au
se
 i
t 
ge
ts
 r
ew
ri
tt
en
 a
nd
 p
as
se
d 
on
.
 
 
 
54
7 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 8
3 
of
 1
62
H
an
dl
eT
rT
im
eo
ut
Tu
e 
M
ar
 1
4 
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3:
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00
0
Pa
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3 
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ilin
kT
R
AN
S.
c 
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54
9 
  
  
v
o
id
 H
a
n
dl
eT
rT
im
eo
ut
()
 
 
 
55
0 
  
  
//
 G
et
s 
ca
ll
ed
 w
he
n 
a 
tr
an
sa
ct
io
n 
ha
s 
ti
me
d 
ou
t 
an
d 
sh
ou
ld
 b
e 
re
ti
re
d
 
 
 
55
1 
 1
  
{
 
 
 
55
2 
 1
  
 
 
T
L
A
B
 
L
a
be
l;
 
 
 
55
3 
 1
  
 
 
A
D
D
R
 
Sr
c,
 D
es
t;
 
 
 
55
4 
 1
  
 
 
QU
AD
 R
et
ID
;
 
 
 
55
5 
 1
  
 
 
T
T
im
e 
Ti
me
Th
re
sh
;
 
 
 
55
6 
 1
  
 
 
T
T
r
a
n
s
R
e
q
 
*
T
r
R
e
s
p
;
 
 
 
55
7 
 1
  
 
 
T
B
M
s
g
H
a
n
dl
e 
*T
mp
BM
sg
;
 
 
 
55
8 
 1
  
 
 
#i
fd
ef
 L
AB
EL
DE
BU
G
 
 
 
55
9 
 1
  
 
 
 
 
c
ha
r 
DB
uf
[8
0]
;
 
 
 
56
0 
 1
  
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
56
2 
 1
  
 
 
T
im
eT
hr
es
h 
= 
Ge
tC
yc
Ti
me
()
;
 
 
 
56
3 
 1
  
 
 
L
a
be
l 
= 
Ti
me
ou
tL
ab
el
(T
im
eT
hr
es
h,
 &
Sr
c,
 &
De
st
, 
&R
et
ID
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
56
5 
 1
  
 
 
#i
fd
ef
 L
AB
EL
DE
BU
G
 
 
 
56
6 
 1
  
 
 
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
 "
il
in
kT
RA
NS
.c
 (
Ha
nd
le
Tr
Ti
me
ou
t)
: 
La
be
l:
 %
hd
\n
",
 L
ab
el
);
 
 
 
56
7 
 1
  
 
 
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
56
8 
 1
  
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
57
0 
 1
  
//
 R
em
ov
e 
th
is
 t
ra
ns
ac
ti
on
, 
an
d 
an
y 
ot
he
rs
 t
ha
t 
ma
y 
be
 p
en
di
ng
 
 
 
 
 
 
 
 
 
 
 
 
 
 
57
2 
 2
  
 
 
w
hi
le
 (
La
be
l 
!=
 0
) 
{
 
 
 
57
3 
 2
  
 
 
 
 
R
e
t
ir
eT
La
be
l(
Sr
c,
 D
es
t,
 L
ab
el
);
 
 
 
57
4 
 2
  
 
 
 
 
W
a
it
BM
sg
(&
Tm
pB
Ms
g,
 A
LL
OC
BM
SG
);
 
 
 
57
5 
 2
  
 
 
 
 
T
r
R
e
s
p
 
=
 
(T
Tr
an
sR
eq
 *
) 
Tm
pB
Ms
g-
>M
sg
Pt
r;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
57
7 
 2
  
 
 
 
 
T
r
R
e
s
p
-
>
T
r
T
y
p
e
 
=
 
T
R
T
I
M
E
O
U
T
;
 
//
 S
ig
na
l 
a 
Ti
me
ou
t 
to
 t
he
 c
al
li
ng
 p
ro
ce
ss
 
 
 
57
8 
 2
  
 
 
 
 
T
r
R
e
s
p
-
>
D
e
s
t
I
D
 
=
 
D
e
s
t
;
 
 
 
57
9 
 2
  
 
 
 
 
T
r
R
e
s
p
-
>
L
e
n
g
t
h 
= 
0x
FF
FF
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
//
 N
ic
e 
an
d 
bi
g 
an
d 
il
le
ga
l.
 H
op
ef
ul
ly
 w
il
l 
br
ea
k 
ba
d 
pr
og
ra
ms
.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
58
1 
 2
  
 
 
 
 
#i
fd
ef
 L
AB
EL
DE
BU
G
 
 
 
58
2 
 2
  
 
 
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
 "
il
in
kT
RA
NS
.c
 (
Ha
nd
le
Tr
Ti
me
ou
t)
: 
Se
nd
in
g 
to
 %
d\
n"
,R
et
ID
);
 
 
 
58
3 
 2
  
 
 
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
58
4 
 2
  
 
 
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
58
6 
 2
  
 
 
 
 
Se
nd
BM
sg
(&
Tm
pB
Ms
g,
 R
et
ID
);
 
 
 
58
7 
 2
  
 
 
 
 
L
a
be
l 
= 
Ti
me
ou
tL
ab
el
(T
im
eT
hr
es
h,
 &
Sr
c,
 &
De
st
, 
&R
et
ID
);
 
 
 
58
8 
 1
  
 
 
}
 
 
 
58
9 
  
  
}
AP
PE
N
D
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 D
. S
O
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 C
O
DE
Pa
ge
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of
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iL
in
kT
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ye
r
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M
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R
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c 
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59
1 
  
  
v
o
id
 i
Li
nk
Tr
an
sL
ay
er
(v
oi
d)
 
 
 
59
2 
 1
  
{
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
59
4 
 1
  
 
 
T
B
M
s
g
H
a
n
dl
e 
*T
mp
BM
sg
;
 
 
 
59
5 
 1
  
 
 
T
SM
sg
Ha
nd
le
 *
Tm
pS
Ms
g;
 
 
 
59
6 
 1
  
 
 
QU
AD
 *
Ms
g;
 
 
 
59
7 
 1
  
 
 
T
T
im
er
Re
q 
*T
im
eR
eq
;
 
 
 
59
8 
 1
  
 
 
in
t 
Me
sg
Nu
m;
  
 
 
 
59
9 
 1
  
 
 
T
T
im
e 
Tm
pT
im
e,
 C
ur
rT
im
e;
 
 
 
60
0 
 1
  
 
 
in
t 
TO
Pe
nd
in
g;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
60
2 
 1
  
 
 
QU
AD
 M
Li
st
[6
];
 
 
 
 
 
 
 
 
 
 
 
 
 
 
60
4 
 1
  
 
 
#i
fd
ef
 L
AB
EL
DE
BU
G
 
 
 
60
5 
 1
  
 
 
 
 
c
ha
r 
DB
uf
[8
0]
;
 
 
 
60
6 
 1
  
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
60
8 
 1
  
 
 
//
 F
ir
st
 m
ak
e 
su
re
 t
ha
t 
th
e 
in
te
rr
up
t 
is
 r
eg
is
te
re
d 
fo
r 
ev
er
yt
hi
ng
.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
61
0 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
LK
_D
AT
AR
EQ
, 
MA
IN
13
94
In
t)
; 
//
 R
eg
is
te
r 
in
te
rr
up
t 
fo
r 
ou
tg
oi
ng
 p
ac
ke
ts
 
 
 
61
1 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
LK
_D
AT
AC
ON
F,
 G
et
PI
D(
))
; 
 /
/ 
Us
ed
 t
o 
rx
 c
on
fi
rm
at
io
n 
of
 s
en
di
ng
 a
 p
ac
ke
t
 
 
 
61
2 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
LK
_D
AT
AI
ND
, 
Ge
tP
ID
()
);
  
 /
/ 
Us
ed
 t
o 
rx
 a
 p
ac
ke
t.
 (
Bi
g 
ms
g)
 
 
 
61
3 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
TR
_D
AT
AR
EQ
, 
Ge
tP
ID
()
);
  
 /
/ 
Re
qu
es
t 
fr
om
 a
pp
 t
o 
se
nd
 p
ac
ke
t
 
 
 
61
4 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
TR
_D
AT
AR
ES
P,
 G
et
PI
D(
))
; 
 /
/ 
Re
qu
es
t 
fr
om
 a
pp
 t
o 
se
nd
 r
es
po
ns
e 
to
 r
ea
d
 
 
 
61
5 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
TR
AN
S_
TI
ME
R,
 G
et
PI
D(
))
; 
 /
/ 
us
ed
 t
o 
ge
t 
ti
me
r 
me
ss
ag
es
 f
ro
m 
ti
me
r 
se
rv
er
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
61
7 
 1
  
 
 
M
L
is
t[
0]
 =
 L
K_
DA
TA
IN
D;
 
 
 
61
8 
 1
  
 
 
M
L
is
t[
1]
 =
 L
K_
DA
TA
CO
NF
;
 
 
 
61
9 
 1
  
 
 
M
L
is
t[
2]
 =
 T
R_
DA
TA
RE
Q;
 
 
 
62
0 
 1
  
 
 
M
L
is
t[
3]
 =
 T
R_
DA
TA
RE
SP
;
 
 
 
62
1 
 1
  
 
 
M
L
is
t[
4]
 =
 T
RA
NS
_T
IM
ER
;
 
 
 
62
2 
 1
  
 
 
M
L
is
t[
5]
 =
 0
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
62
4 
 1
  
 
 
I
n
it
TL
ay
er
()
;
 
 
 
62
5 
 1
  
 
 
T
O
P
e
n
di
ng
 =
 0
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
62
7 
 1
  
 
 
D
e
bu
gM
sg
("
13
94
 T
ra
ns
ac
ti
on
 l
ay
er
 s
er
ve
r 
st
ar
te
d.
\n
")
; 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
62
9 
 1
  
 
 
W
a
it
SM
sg
(&
Tm
pS
Ms
g,
 A
LL
OC
SM
SG
);
 
 
 
63
0 
 1
  
 
 
Se
nd
SM
sg
(&
Tm
pS
Ms
g,
 I
NI
TR
EP
LY
);
  
  
  
  
//
 T
el
l 
th
e 
in
it
 s
eq
ue
nc
e 
to
 c
ar
ry
 o
n.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
63
2 
 2
  
 
 
w
hi
le
 (
1)
{
 
 
 
63
3 
 2
  
 
 
 
 
 
 
M
e
s
g
N
u
m
 
=
 
W
a
it
On
Ms
gL
is
t(
ML
is
t)
;
 
 
 
63
4 
 3
  
 
 
 
 
 
 
s
w
it
ch
 (
Me
sg
Nu
m)
 {
 
 
 
63
5 
 3
  
 
 
 
 
 
 
 
 
c
a
s
e
 
0 
: 
//
 L
in
k 
la
ye
r 
da
ta
 i
nd
ic
at
io
n:
 D
at
a 
ha
s 
ar
ri
ve
d.
 
 
 
63
6 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eL
kD
at
aI
nd
()
;
 
 
 
63
7 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
63
8 
 3
  
 
 
 
 
 
 
 
 
c
a
s
e
 
1 
: 
//
 L
in
k 
la
ye
r 
da
ta
 c
on
fi
rm
at
io
n
 
 
 
63
9 
 3
  
//
  
  
  
  
  
  
  
 H
an
dl
eL
kD
at
aC
on
f(
);
 
 
 
64
0 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
64
1 
 3
  
 
 
 
 
 
 
 
 
c
a
s
e
 
2 
: 
//
 A
pp
 l
ay
er
 r
eq
ue
st
 t
o 
se
nd
 d
at
a
 
 
 
64
2 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eT
rD
at
aR
eq
()
;
 
 
 
64
3 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
  
 
 
 
 
64
4 
 3
  
 
 
 
 
 
 
 
 
c
a
s
e
 
3 
: 
//
 A
pp
 l
ay
er
 r
eq
ue
st
 t
o 
se
nd
 a
dd
re
ss
 s
pa
ce
 r
es
po
ns
e
 
 
 
64
5 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eT
rD
at
aR
es
p(
);
 
 
 
64
6 
 3
  
 
 
 
 
 
 
 
 
c
a
s
e
 
4 
: 
//
 T
ra
ns
ac
ti
on
 h
as
 t
im
ed
 o
ut
  
 
 
 
 
64
7 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
W
a
it
SM
sg
(&
Tm
pS
Ms
g,
 T
RA
NS
_T
IM
ER
);
 
 
 
64
8 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
e
n
dS
Ms
g(
&T
mp
SM
sg
, 
DE
AL
LO
CS
MS
G)
;
 
 
 
64
9 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eT
rT
im
eo
ut
()
; 
 
 
 
 
65
0 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
T
O
P
e
n
di
ng
 =
 0
;
 
 
 
65
1 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
65
2 
 3
  
 
 
 
 
 
 
 
 
de
fa
ul
t:
 
 
 
65
3 
 3
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
iL
in
kT
ra
ns
La
ye
r:
 E
RR
OR
 -
 U
nr
ea
ch
ab
le
 c
od
e 
re
ac
he
d.
\n
")
;
 
 
 
65
4 
 2
  
 
 
 
 
 
 
}
 
 
 
 
 
 
 
 
 
 
 
 
 
 
65
6 
 2
  
 
 
 
 
 
 
#i
fd
ef
 L
AB
EL
DE
BU
G
 
 
 
65
7 
 2
  
 
 
 
 
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
 "
il
in
kT
RA
NS
.c
 (
iL
in
kT
ra
ns
La
ye
r)
: 
TO
Pe
nd
in
g:
 %
d\
n"
, 
TO
Pe
nd
in
g)
;
 
 
 
65
8 
 2
  
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
65
9 
 2
  
 
 
 
 
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
 "
il
in
kT
RA
NS
.c
 (
iL
in
kT
ra
ns
La
ye
r)
: 
TL
QT
: 
%d
\n
",
 T
LQ
Ta
il
);
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R
AN
S.
c 
25
 
 
 
66
0 
 2
  
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
66
1 
 2
  
 
 
 
 
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
66
3 
 3
  
 
 
 
 
 
 
w
hi
le
 (
(!
TO
Pe
nd
in
g)
 &
& 
(T
im
eo
ut
QN
ot
Em
pt
y(
))
) 
{
 
 
 
 
 
 
 
 
 
 
 
 
 
 
66
5 
 3
  
 
 
 
 
 
 
 
 
//
 I
f 
we
 g
et
 h
er
e 
th
en
 t
he
re
 a
re
 i
te
ms
 i
n 
th
e 
Q 
an
d 
we
 s
ho
ul
d 
se
t 
a 
ti
me
ou
t
 
 
 
66
6 
 3
  
 
 
 
 
 
 
 
 
C
u
r
r
T
im
e 
= 
Ge
tC
yc
Ti
me
()
;
 
 
 
66
7 
 3
  
 
 
 
 
 
 
 
 
T
m
p
T
im
e 
= 
Ge
tO
ld
es
tT
im
eo
ut
()
;
 
 
 
66
8 
 4
  
 
 
 
 
 
 
 
 
if
 (
Co
mp
ar
eT
im
e(
Tm
pT
im
e,
 C
ur
rT
im
e)
 >
 0
) 
{
 
 
 
66
9 
 4
  
 
 
 
 
 
 
 
 
 
 
//
 I
f 
we
 a
re
 s
ti
ll
 a
he
ad
 o
f 
th
e 
cl
oc
k 
wo
rk
 o
ut
 a
 n
ew
 t
mp
 t
im
e 
an
d 
is
su
e 
th
e 
re
qu
es
t
 
 
 
67
0 
 4
  
 
 
 
 
 
 
 
 
 
 
W
a
it
SM
sg
(&
Tm
pS
Ms
g,
 A
LL
OC
SM
SG
);
 
 
 
67
1 
 4
  
 
 
 
 
 
 
 
 
 
 
T
im
eR
eq
 =
 (
TT
im
er
Re
q 
*)
 T
mp
SM
sg
->
Ms
gP
tr
;
 
 
 
67
2 
 4
  
 
 
 
 
 
 
 
 
 
 
T
im
eR
eq
->
Re
pl
yA
dd
 =
 T
RA
NS
_T
IM
ER
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
67
4 
 4
  
 
 
 
 
 
 
 
 
 
 
T
m
p
T
im
e 
= 
Su
bT
im
e(
Tm
pT
im
e,
 C
ur
rT
im
e)
; 
  
 
 
 
 
67
5 
 4
  
 
 
 
 
 
 
 
 
 
 
T
im
eR
eq
->
Ti
me
 =
 T
mp
Ti
me
.H
i*
80
00
+T
mp
Ti
me
.L
o;
 
 
 
67
6 
 4
  
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 L
AB
EL
DE
BU
G
 
 
 
67
7 
 4
  
 
 
 
 
 
 
 
 
 
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
 "
il
in
kT
RA
NS
.c
 (
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
iL
in
kT
ra
ns
La
ye
r)
: 
Ti
me
ou
t 
in
 %
d 
ti
ck
s\
n"
, 
Ti
me
Re
q-
>T
im
e)
;
 
 
 
67
8 
 4
  
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
67
9 
 4
  
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
68
0 
 4
  
 
 
 
 
 
 
 
 
 
 
Se
nd
SM
sg
(&
Tm
pS
Ms
g,
 T
IM
ER
IN
PO
RT
);
 
 
 
68
1 
 4
  
 
 
 
 
 
 
 
 
 
 
T
O
P
e
n
di
ng
 =
 1
;
 
 
 
68
2 
 4
  
 
 
 
 
 
 
 
 
} 
el
se
 {
 
 
 
68
3 
 4
  
 
 
 
 
 
 
 
 
 
 
//
 T
he
 c
lo
ck
 c
au
gh
t 
us
, 
fo
rc
e 
a 
Ti
me
ou
t.
 T
hi
s 
is
 h
op
ef
ul
ly
 a
n 
op
ti
mi
sa
ti
on
 
 
 
68
4 
 4
  
 
 
 
 
 
 
 
 
 
 
H
a
n
dl
eT
rT
im
eo
ut
()
;
 
 
 
68
5 
 4
  
 
 
 
 
 
 
 
 
 
 
T
O
P
e
n
di
ng
 =
 0
;
 
 
 
68
6 
 3
  
 
 
 
 
 
 
 
 
};
 
 
 
68
7 
 2
  
 
 
 
 
 
 
};
 
 
 
68
8 
 2
  
//
  
  
Wa
it
SM
sg
(&
Tm
pS
Ms
g,
 A
LL
OC
SM
SG
);
 
 
 
68
9 
 2
  
//
  
  
Ti
me
Re
q 
= 
(T
Ti
me
rR
eq
 *
) 
Tm
pS
Ms
g-
>M
sg
Pt
r;
 
 
 
69
0 
 2
  
//
  
  
Ti
me
Re
q-
>R
ep
ly
Ad
d 
= 
TR
AN
S_
TI
ME
R;
 
 
 
69
1 
 2
  
//
  
  
Ti
me
Re
q-
>T
im
e 
= 
12
00
; 
  
  
  
  
  
  
  
  
  
  
//
 W
ai
t 
fo
r 
1.
5s
 
 
 
69
2 
 2
  
//
  
  
Se
nd
SM
sg
(&
Tm
pS
Ms
g,
 T
IM
ER
IN
PO
RT
);
 
 
 
69
3 
 2
  
//
  
  
Wa
it
SM
sg
(&
Tm
pS
Ms
g,
 T
RA
NS
_T
IM
ER
);
 
 
 
69
4 
 2
  
//
  
  
Se
nd
SM
sg
(&
Tm
pS
Ms
g,
 D
EA
LL
OC
SM
SG
);
 
 
 
69
5 
 2
  
//
  
  
Wa
it
BM
sg
(&
Tm
pB
Ms
g,
 A
LL
OC
BM
SG
);
 
 
 
69
6 
 2
  
//
  
  
Ms
g 
= 
(Q
UA
D*
) 
Tm
pB
Ms
g-
>M
sg
Pt
r;
 
 
 
69
7 
 2
  
//
  
  
Ms
g[
0]
=0
xF
FC
10
44
0;
 
 
 
69
8 
 2
  
//
  
  
Ms
g[
1]
=0
xF
FC
0F
FF
F;
 
 
 
69
9 
 2
  
//
  
  
Ms
g[
2]
=0
xF
00
00
00
0;
 
 
 
70
0 
 2
  
//
  
  
Se
nd
BM
sg
(&
Tm
pB
Ms
g,
 L
K_
DA
TA
RE
Q)
;
 
 
 
70
1 
 2
  
//
  
  
De
bu
gM
sg
("
Te
st
 p
ac
ke
t 
se
nt
 t
o 
li
nk
 l
ay
er
.\
n"
);
 
 
 
70
2 
 1
  
 
 
};
 
 
 
70
3 
  
  
}
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1 
  
  
/*
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
**
 
 
 
 
 
2 
  
  
 
*
 
il
in
kc
on
v.
c 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
*
 
 
 
 
 
3 
  
  
 
*
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
*
 
 
 
 
 
4 
  
  
 
*
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
*
 
 
 
 
 
5 
  
  
 
*
 
13
94
 R
ea
d 
& 
Co
nv
er
si
on
 r
ou
ti
ne
s,
 f
ro
m 
TI
 L
LC
 t
o 
13
94
 S
ta
nd
ar
d 
  
  
*
 
 
 
 
 
6 
  
  
 
*
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
*
 
 
 
 
 
7 
  
  
 
*
 
A
pr
il
 1
99
9 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
 *
 
 
 
 
 
8 
  
  
 
*
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
*
 
 
 
 
 
9 
  
  
 
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
11
  
  
 #
in
cl
ud
e 
"m
is
ci
nc
.h
"
 
 
 
 
12
  
  
 #
in
cl
ud
e 
"T
SB
LL
C.
h"
 
 
 
 
13
  
  
 #
in
cl
ud
e 
"e
rr
or
s.
h"
 
 
 
 
14
  
  
 #
in
cl
ud
e 
<s
td
io
.h
>
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
16
  
  
 e
x
t
e
r
n
 
in
t 
iL
in
kE
rr
or
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
18
  
  
 #
de
fi
ne
 I
LI
NK
RX
DE
BU
G
 
 
 
 
19
  
  
 #
de
fi
ne
 I
LI
NK
TX
DE
BU
G
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
21
  
  
 v
o
id
 D
u
m
p
M
e
m
(Q
UA
D 
*M
em
, 
QU
AD
 S
iz
e)
 
 
 
 
22
  
1 
 {
 
 
 
 
23
  
1 
  
 
 
c
ha
r 
DB
uf
[4
0]
;
 
 
 
 
24
  
1 
  
 
 
in
t 
i;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
26
  
1 
  
 
 
D
e
bu
gM
sg
("
Pa
ck
et
 D
um
p:
\n
")
;
 
 
 
 
27
  
2 
  
 
 
fo
r 
(i
 =
 0
; 
i 
< 
Si
ze
; 
i+
+)
 {
 
 
 
 
28
  
2 
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
 "
  
 %
p\
n"
,*
(M
em
++
))
;
 
 
 
 
29
  
2 
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
 
30
  
1 
  
 
 
}
 
 
 
 
31
  
  
 }
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N
D
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R
ea
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M
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0
Pa
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8 
of
 1
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v.
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2
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
33
  
  
 i
nt
 R
e
a
dQ
ua
dl
et
Pa
ck
et
(Q
UA
D 
Fi
rs
t,
 Q
UA
D 
*M
em
)
 
 
 
 
34
  
  
 /
/ 
Re
ad
 t
he
 q
ua
dl
et
 p
ac
ke
t 
in
to
 m
em
or
y 
in
 1
39
4 
St
d 
fo
rm
at
 
 
 
 
35
  
  
 /
/ 
P 
SP
EC
IF
IC
 
 
 
 
36
  
1 
 {
 
 
 
 
37
  
1 
  
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
 
38
  
1 
  
 
 
 
QU
AD
 *
DM
em
;
 
 
 
 
39
  
1 
  
 
 
 
D
M
e
m
 
=
 
M
e
m
;
 
 
 
 
40
  
1 
  
 
#e
nd
if
 
 
 
 
41
  
1 
  
 
*
(M
em
++
) 
= 
Fi
rs
t;
  
  
  
  
  
  
 /
/ 
Wr
it
e 
De
st
ID
, 
tL
ab
el
, 
tC
od
e,
 p
ri
 
 
 
 
42
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
  
  
 /
/ 
Re
ad
 S
rc
ID
, 
re
se
rv
ed
/D
es
tO
ff
Hi
 f
ro
m 
GR
F
 
 
 
 
43
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
  
  
 /
/ 
Re
ad
 D
es
tO
ff
Lo
 f
ro
m 
GR
F
 
 
 
 
44
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
 
 
 
 
45
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
  
  
 /
/ 
Ge
t 
LL
C 
ex
tr
a 
in
fo
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
47
  
1 
  
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
 
48
  
1 
  
 
 
 
D
u
m
p
M
e
m
(D
Me
m,
 5
);
 
 
 
 
49
  
1 
  
 
#e
nd
if
 
 
 
 
50
  
1 
  
 
r
e
t
u
r
n
(1
);
 
 
 
 
51
  
  
 }
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PE
N
D
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O
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O
DE
Pa
ge
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9 
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R
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M
ar
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4 
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59
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00
0
Pa
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53
  
  
 i
nt
 R
e
a
dN
oP
ay
lo
ad
Pa
ck
et
(Q
UA
D 
Fi
rs
t,
 Q
UA
D 
*M
em
)
 
 
 
 
54
  
  
 /
/ 
Re
ad
 a
 p
ac
ke
t 
co
nt
ai
ni
ng
 n
o 
da
ta
 p
ay
lo
ad
 i
nt
o 
me
mo
ry
 i
n 
13
94
 S
td
 f
or
ma
t
 
 
 
 
55
  
1 
 {
 
 
 
 
56
  
1 
  
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
 
57
  
1 
  
 
 
 
QU
AD
 *
DM
em
;
 
 
 
 
58
  
1 
  
 
 
 
D
M
e
m
 
=
 
M
e
m
;
 
 
 
 
59
  
1 
  
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
61
  
1 
  
 
*
(M
em
++
) 
= 
Fi
rs
t;
 
 
 
 
62
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
 
 
 
 
63
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
 
 
 
 
64
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
  
  
 /
/ 
Ge
t 
LL
C 
ac
k 
in
fo
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
66
  
1 
  
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
 
67
  
1 
  
 
 
 
D
u
m
p
M
e
m
(D
Me
m,
 4
);
 
 
 
 
68
  
1 
  
 
#e
nd
if
 
 
 
 
69
  
1 
  
 
r
e
t
u
r
n
(1
);
 /
/ 
Su
cc
es
s
 
 
 
 
70
  
  
 }
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72
  
  
 i
nt
 R
e
a
dB
lo
ck
Pa
ck
et
(Q
UA
D 
Fi
rs
t,
 Q
UA
D 
*M
em
)
 
 
 
 
73
  
  
 /
/ 
Re
ad
 a
 p
ac
ke
t 
co
nt
ai
ni
ng
 a
 b
lo
ck
 p
ay
lo
ad
 i
nt
o 
me
mo
ry
 i
n 
13
94
 S
td
 f
or
ma
t
 
 
 
 
74
  
  
 /
/ 
Do
nt
 b
ot
he
r 
wi
th
 C
RC
. 
De
fi
ne
 C
RC
 o
f 
0 
as
 "
al
l 
OK
".
 P
os
si
bl
e 
FI
XM
E
 
 
 
 
75
  
1 
 {
 
 
 
 
76
  
1 
  
 
in
t 
tm
p;
 
 
 
 
77
  
1 
  
 
in
t 
DL
en
, 
DL
en
2;
 
 
 
 
78
  
1 
  
 
*
(M
em
++
) 
= 
Fi
rs
t;
 
 
 
 
79
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
 
 
 
 
80
  
1 
  
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
 
 
 
 
81
  
1 
  
 
D
L
e
n
 
=
 
R
e
a
dL
LC
(0
xC
0)
;
 
 
 
 
82
  
1 
  
 
*
(M
em
++
) 
= 
DL
en
;
 
 
 
 
83
  
1 
  
 
*
(M
em
++
) 
= 
0;
  
  
  
  
 /
/ 
Wr
it
e 
he
ad
er
 F
AK
E 
CR
C 
to
 m
em
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
85
  
1 
  
 
//
 M
ak
e 
DL
en
 a
nd
 D
Le
n2
 t
he
 n
um
be
r 
of
 b
yt
es
 i
n 
th
e 
pa
ck
et
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
87
  
1 
  
 
D
L
e
n
 
=
 
D
L
e
n
2 
= 
(D
Le
n 
>>
 1
6)
&0
xF
FF
F;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
89
  
1 
  
 
//
 R
ea
d 
(p
os
si
bl
y 
ze
ro
 l
en
gt
h)
 z
er
o-
pa
dd
ed
 p
ac
ke
t
 
 
 
 
90
  
2 
  
 
w
hi
le
 (
DL
en
2 
> 
0)
 {
 
 
 
 
91
  
2 
  
 
 
 
*
(M
em
++
) 
= 
Re
ad
LL
C(
0x
C0
);
 
 
 
 
92
  
2 
  
 
 
 
D
L
e
n
2 
-=
 4
;
 
 
 
 
93
  
1 
  
 
};
 
 
 
 
94
  
1 
  
 
t
m
p
 
=
 
R
e
a
dL
LC
(0
xC
0)
;
 
 
 
 
95
  
2 
  
 
if
 (
DL
en
 >
 0
) 
{
 
 
 
 
96
  
2 
  
 
 
 
//
 T
es
t 
fo
r 
Da
ta
 R
X 
er
ro
r 
or
 t
yp
e 
er
ro
r.
 
 
 
 
97
  
2 
  
 
 
 
//
 L
um
p 
th
em
 t
og
et
he
r 
as
 "
ba
d 
da
ta
"
 
 
 
 
98
  
3 
  
 
 
 
if
 (
((
tm
p 
& 
0x
F)
 =
= 
0x
D)
 |
| 
((
(t
mp
 &
 0
xF
) 
==
 0
xE
))
) 
{
 
 
 
 
99
  
3 
  
 
 
 
 
 
*
(M
em
++
) 
= 
tm
p;
  
 /
/ 
Wr
it
e 
no
n 
ze
ro
 F
AK
E 
CR
C
 
 
 
10
0 
 3
  
 
 
 
 
} 
el
se
 {
 
 
 
10
1 
 3
  
 
 
 
 
 
 
*
(M
em
++
) 
= 
0;
  
  
 /
/ 
Wr
it
e 
ze
ro
 F
AK
E 
CR
C.
 i
e.
 O
k 
da
ta
 
 
 
10
2 
 2
  
 
 
 
 
};
 
 
 
10
3 
 1
  
 
 
};
 
 
 
10
4 
 1
  
 
 
*
(M
em
++
) 
= 
tm
p;
  
  
  
 /
/ 
Wr
it
e 
LL
C 
ac
k 
in
fo
 
 
 
10
5 
 1
  
 
 
r
e
t
u
r
n
(1
);
 /
/ 
Su
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s
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6 
  
  
}
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N
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5
 
 
 
 
 
 
 
 
 
 
 
 
 
 
10
8 
  
  
in
t 
R
e
a
dS
el
fI
DP
ac
ke
t(
QU
AD
 F
ir
st
, 
QU
AD
 *
Me
m)
 
 
 
10
9 
  
  
//
 R
ea
d 
Se
lf
ID
 p
ac
ke
ts
 i
nt
o 
me
mo
ry
 p
oi
nt
ed
 t
o 
by
 M
em
 
 
 
11
0 
 1
  
{
 
 
 
11
1 
 1
  
 
 
QU
AD
 t
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
11
3 
 1
  
 
 
*
(M
em
)+
+ 
= 
Fi
rs
t;
 
 
 
11
4 
 2
  
 
 
do
 {
 
 
 
11
5 
 2
  
 
 
 
 
t
m
p
 
=
 
R
e
a
dL
LC
(0
xC
0)
;
 
 
 
11
6 
 2
  
 
 
 
 
*
(M
em
)+
+ 
= 
tm
p;
 
 
 
11
7 
 1
  
 
 
} 
wh
il
e 
(t
mp
 &
 0
xC
00
00
00
0)
;
 
 
 
11
8 
 1
  
 
 
r
e
t
u
r
n
(1
);
 
 
 
11
9 
  
  
}
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PE
N
D
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O
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 C
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DE
Pa
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G
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m
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y
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e 
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 1
4 
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00
0
Pa
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 9
2 
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 1
62
ilin
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v.
c 
6
 
 
 
 
 
 
 
 
 
 
 
 
 
 
12
1 
  
  
in
t 
G
R
F
N
o
t
E
m
p
t
y
(v
oi
d)
 
 
 
12
2 
  
  
//
 R
et
ur
ns
 0
 i
f 
th
e 
GR
F 
is
 e
mp
ty
 
 
 
12
3 
 1
  
{
 
 
 
12
4 
 1
  
 
 
r
e
t
u
r
n
(!
(R
ea
dL
LC
(L
LC
GR
FS
ta
) 
& 
0x
10
00
0)
);
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5 
  
  
}
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N
D
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O
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O
DE
Pa
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3 
of
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R
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dP
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ke
t
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e 
M
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 1
4 
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:3
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59
 2
00
0
Pa
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 9
3 
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 1
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ilin
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c 
7
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
12
8 
  
  
in
t 
R
e
a
dP
ac
ke
t(
QU
AD
 *
Me
m)
 
 
 
12
9 
  
  
//
 R
ea
d 
a 
pa
ck
et
 o
f 
un
kn
ow
n 
ty
pe
 i
nt
o 
me
mo
ry
 p
oi
nt
ed
 t
o 
by
 M
em
 
 
 
13
0 
  
  
//
 R
et
ur
ns
 0
 f
or
 f
ai
lu
re
 
 
 
13
1 
 1
  
{
 
 
 
13
2 
 1
  
 
 
QU
AD
 t
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
13
4 
 1
  
//
 H
av
e 
ad
de
d 
a 
ch
ec
k 
of
 t
he
 C
d 
bi
t 
in
 G
RF
 S
ta
tu
s 
Re
g.
 
 
 
13
5 
 1
  
//
 N
ot
 s
ur
e 
if
 i
t 
in
di
ca
te
s 
th
at
 t
he
 n
ex
t 
qu
ad
le
t 
be
gi
ns
 
 
 
13
6 
 1
  
//
 a
 p
ac
ke
t 
or
 i
f 
th
e 
qu
ad
le
t 
ju
st
 r
ea
d 
is
 t
he
 b
eg
in
ni
ng
 o
f 
 
 
 
13
7 
 1
  
//
 a
 p
ac
ke
t.
 A
ny
wa
y,
 i
t 
wo
ul
d 
al
lo
w 
re
sy
nc
hi
ng
 i
f 
so
me
th
in
g
 
 
 
13
8 
 1
  
//
 g
oe
s 
wr
on
g.
 W
il
l 
po
ke
 e
ve
ry
th
in
g 
if
 I
 g
ot
 i
t 
wr
on
g.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
0 
 1
  
 
 
t
m
p
 
=
 
R
e
a
dL
LC
(L
LC
GR
FS
ta
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
2 
 1
  
 
 
if
 (
tm
p 
& 
0x
10
00
0)
 r
et
ur
n(
0)
; 
//
 E
mp
ty
 G
RF
 -
 F
ai
lu
re
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
4 
 2
  
 
 
w
hi
le
 (
!(
tm
p 
& 
0x
80
00
))
 {
 
 
 
14
5 
 2
  
 
 
 
 
R
e
a
dL
LC
(0
xC
0)
;
 
 
 
14
6 
 2
  
 
 
 
 
t
m
p
 
=
 
R
e
a
dL
LC
(L
LC
GR
FS
ta
);
 
 
 
14
7 
 1
  
 
 
};
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
9 
 1
  
 
 
t
m
p
 
=
 
R
e
a
dL
LC
(0
xC
0)
; 
 /
/ 
Ge
t 
fi
rs
t 
qu
ad
le
t
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
1 
 1
  
 
 
//
 C
he
ck
 t
ra
ns
ac
ti
on
 c
od
e 
an
d 
ge
t 
co
rr
ec
t 
le
ng
th
 p
ac
ke
t.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
3 
 2
  
 
 
s
w
it
ch
 (
(t
mp
 &
 0
xF
0)
>>
4)
 {
 
 
 
15
4 
 2
  
 
 
 
 
c
a
s
e
 
 
0:
 
 
 
 
15
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
15
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 W
ri
te
 r
eq
. 
fo
r 
da
ta
 q
ua
dl
et
.\
n"
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
15
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dQ
ua
dl
et
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
15
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
16
0 
 2
  
 
 
 
 
c
a
s
e
 
 
1:
 
 
 
 
16
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
16
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 W
ri
te
 r
eq
. 
fo
r 
da
ta
 b
lo
ck
.\
n"
);
 
 
 
 
16
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
16
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dB
lo
ck
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
16
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
16
6 
 2
  
 
 
 
 
c
a
s
e
 
 
2:
 
 
 
 
16
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
16
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 W
ri
te
 r
es
p.
 N
o 
pa
yl
oa
d.
 \
n"
);
  
 
 
 
 
16
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
17
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dN
oP
ay
lo
ad
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
17
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
17
2 
 2
  
 
 
 
 
c
a
s
e
 
 
4:
 
 
 
 
17
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
17
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 R
ea
d 
re
q 
fo
r 
da
ta
 q
ua
dl
et
.\
n"
);
 
 
 
 
17
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
17
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dN
oP
ay
lo
ad
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
17
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
17
8 
 2
  
 
 
 
 
c
a
s
e
 
 
5:
 
 
 
 
17
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
18
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 R
ea
d 
re
q 
fo
r 
da
ta
 b
lo
ck
.\
n"
);
  
 
 
 
 
18
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
18
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dQ
ua
dl
et
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
18
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
18
4 
 2
  
 
 
 
 
c
a
s
e
 
 
6:
 
 
 
 
18
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
18
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 R
ea
d 
re
sp
 f
or
 d
at
a 
qu
ad
le
t.
\n
")
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
18
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
18
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dQ
ua
dl
et
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
18
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
19
0 
 2
  
 
 
 
 
c
a
s
e
 
 
7:
 
 
 
 
19
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
19
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 R
ea
d 
re
sp
 f
or
 d
at
a 
bl
oc
k.
\n
")
; 
 
 
 
 
19
3 
 2
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19
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dB
lo
ck
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
19
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
19
6 
 2
  
 
 
 
 
c
a
s
e
 
 
8:
 
 
 
 
19
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
19
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 C
yc
le
 s
ta
rt
 p
ac
ke
t.
\n
")
; 
  
  
  
 
 
 
 
19
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
20
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dQ
ua
dl
et
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
20
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
20
2 
 2
  
 
 
 
 
c
a
s
e
 
 
9:
 
 
 
 
20
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
20
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 L
oc
k 
re
q.
 B
lo
ck
 p
ay
lo
ad
.\
n"
);
  
 
 
 
 
20
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
20
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dB
lo
ck
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
20
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
20
8 
 2
  
 
 
 
 
c
a
s
e
 
10
: 
 
 
 
20
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
21
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 I
so
ch
ro
no
us
e 
da
ta
 b
lo
ck
.\
n"
);
  
 
 
 
 
21
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
21
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dB
lo
ck
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
21
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
21
4 
 2
  
 
 
 
 
c
a
s
e
 
11
: 
 
 
 
21
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
21
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 L
oc
k 
re
sp
on
se
. 
Bl
oc
k 
pa
yl
oa
d.
\n
")
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
21
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
21
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dB
lo
ck
Pa
ck
et
(t
mp
, 
Me
m)
;
 
 
 
21
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
22
0 
 2
  
 
 
 
 
c
a
s
e
 
14
: 
 
 
 
22
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
22
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
RX
ed
 W
ri
te
 r
eq
 f
or
 d
at
a 
qu
ad
le
t.
\n
")
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
22
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
22
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
R
e
a
dS
el
fI
DP
ac
ke
t(
tm
p,
 M
em
);
 
 
 
22
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
22
6 
 2
  
 
 
 
 
de
fa
ul
t:
 
 
 
 
22
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
RX
DE
BU
G
 
 
 
22
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
re
ad
pa
ck
et
) 
WA
RN
IN
G 
- 
Un
kn
ow
n 
tr
an
sa
ct
io
n 
co
de
.\
n"
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
22
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
23
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
iL
in
kE
rr
or
 =
 E
RR
OR
_L
LC
RX
ed
Un
kn
ow
nT
Co
de
;
 
 
 
23
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
23
2 
 1
  
 
 
};
  
 
 
 
23
3 
 1
  
 
 
r
e
t
u
r
n
(0
);
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4 
  
  
}
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23
6 
  
  
in
t 
Se
nd
No
Pa
yl
oa
dP
ac
ke
t(
QU
AD
 *
Me
m)
 
 
 
23
7 
  
  
//
 S
en
d 
a 
pa
ck
et
 c
on
ta
in
in
g 
no
 d
at
a 
pa
yl
oa
d 
fr
om
 m
em
or
y 
in
 1
39
4 
St
d 
fo
rm
at
 
 
 
23
8 
 1
  
{
 
 
 
23
9 
 1
  
 
 
QU
AD
 t
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
24
1 
 1
  
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
24
2 
 1
  
 
 
 
 
QU
AD
 *
fo
o;
 
 
 
24
3 
 1
  
 
 
 
 
c
ha
r 
DB
uf
[6
0]
;
 
 
 
24
4 
 1
  
 
 
 
 
D
u
m
p
M
e
m
(M
em
, 
4)
;
 
 
 
24
5 
 1
  
 
 
 
 
fo
o 
= 
Me
m;
 
 
 
24
6 
 1
  
 
 
 
 
t
m
p
 
=
 
*
(M
em
++
);
 
 
 
24
7 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
" 
 :
%x
\n
",
(t
mp
 &
 0
xF
FF
F)
 |
 0
x1
00
00
);
  
  
  
  
  
 /
/ 
Fi
rs
t
 
 
 
24
8 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
24
9 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
" 
 :
%x
\n
",
(t
mp
 &
 0
xF
FF
F0
00
0)
 |
(*
(M
em
++
) 
& 
0x
FF
FF
))
; 
  
 /
/ 
Bo
dy
 
 
 
25
0 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
25
1 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
" 
 :
%x
\n
",
*(
Me
m+
+)
);
  
  
  
  
  
  
  
  
  
 /
/ 
Co
nf
ir
m 
an
d 
se
nd
 
 
 
25
2 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
25
3 
 1
  
 
 
 
 
D
e
bu
gM
sg
("
  
 \
n"
);
 
 
 
25
4 
 1
  
 
 
 
 
M
e
m
 
=
 
fo
o;
 
 
 
25
5 
 1
  
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
25
7 
 1
  
 
 
t
m
p
 
=
 
*
(M
em
++
);
 
 
 
25
8 
 1
  
 
 
W
r
it
eL
LC
(0
x8
0,
(t
mp
 &
 0
xF
FF
F)
 |
 0
x1
00
00
);
  
  
  
  
  
  
  
  
  
  
  
//
 F
ir
st
 
 
 
25
9 
 1
  
 
 
W
r
it
eL
LC
(0
x8
4,
(t
mp
 &
 0
xF
FF
F0
00
0)
 |
(*
(M
em
++
) 
& 
0x
FF
FF
))
; 
  
  
  
//
 B
od
y
 
 
 
26
0 
 1
  
 
 
W
r
it
eL
LC
(0
x8
C,
*(
Me
m+
+)
);
  
  
  
  
  
  
  
  
  
  
  
//
 C
on
fi
rm
 a
nd
 s
en
d
 
 
 
 
 
 
 
 
 
 
 
 
 
 
26
2 
 1
  
 
 
r
e
t
u
r
n
(1
);
 /
/ 
Su
cc
es
s
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26
5 
  
  
in
t 
Se
nd
Bl
oc
kP
ac
ke
t(
QU
AD
 *
Me
m)
 
 
 
26
6 
 1
  
{
 
 
 
26
7 
 1
  
 
 
QU
AD
 t
mp
;
 
 
 
26
8 
 1
  
 
 
in
t 
f;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
27
0 
 1
  
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
27
1 
 1
  
 
 
 
 
QU
AD
 *
fo
o;
 
 
 
27
2 
 1
  
 
 
 
 
c
ha
r 
DB
uf
[6
0]
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
27
4 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
 "
AT
F 
st
at
us
: 
%p
\n
",
Re
ad
LL
C(
LL
CA
TF
St
a)
);
 
 
 
27
5 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
27
6 
 1
  
 
 
 
 
D
u
m
p
M
e
m
(M
em
, 
4)
;
 
 
 
27
7 
 1
  
 
 
 
 
fo
o 
= 
Me
m;
 
 
 
27
8 
 1
  
 
 
 
 
t
m
p
 
=
 
*
(M
em
++
);
 
 
 
27
9 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
" 
 :
%p
\n
",
(t
mp
 &
 0
xF
FF
F)
 |
 0
x1
00
00
);
  
  
  
  
  
 /
/ 
Fi
rs
t
 
 
 
28
0 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
28
1 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
" 
 :
%p
\n
",
(t
mp
 &
 0
xF
FF
F0
00
0)
 |
(*
(M
em
++
) 
& 
0x
FF
FF
))
; 
  
 /
/ 
Bo
dy
 
 
 
28
2 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
28
3 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
" 
 :
%p
\n
",
*(
Me
m+
+)
);
  
  
  
  
  
  
  
  
  
 /
/ 
De
st
Lo
 
 
 
28
4 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
28
5 
 1
  
 
 
 
 
s
p
r
in
tf
(D
Bu
f,
" 
 :
%p
\n
",
*(
Me
m+
+)
);
  
  
  
  
  
  
  
  
  
 /
/ 
Le
ng
th
 +
 E
xt
TC
od
e
 
 
 
28
6 
 1
  
 
 
 
 
D
e
bu
gM
sg
(D
Bu
f)
;
 
 
 
28
7 
 1
  
 
 
 
 
D
e
bu
gM
sg
("
  
 \
n"
);
 
 
 
28
8 
 1
  
 
 
 
 
M
e
m
 
=
 
fo
o;
 
 
 
28
9 
 1
  
 
 
#e
nd
if
 
 
 
29
0 
 1
  
 
 
t
m
p
 
=
 
*
(M
em
++
);
 
 
 
29
1 
 1
  
 
 
W
r
it
eL
LC
(0
x8
0,
(t
mp
 &
 0
xF
FF
F)
 |
 0
x1
00
00
);
 
 
 
29
2 
 1
  
 
 
W
r
it
eL
LC
(0
x8
4,
(t
mp
 &
 0
xF
FF
F0
00
0)
 |
 (
*(
Me
m+
+)
 &
 0
xF
FF
F)
);
 
 
 
29
3 
 1
  
 
 
W
r
it
eL
LC
(0
x8
4,
*(
Me
m+
+)
);
  
  
  
//
 D
es
tL
o
 
 
 
29
4 
 1
  
 
 
t
m
p
 
=
 
((
(*
Me
m 
& 
0x
FF
FF
00
00
) 
>>
 1
6)
+3
)>
>2
; 
  
  
//
 T
mp
 i
s 
le
ng
th
 i
n 
qu
ad
s,
 i
nc
lu
di
ng
 p
ad
di
ng
 
 
 
29
5 
 1
  
 
 
W
r
it
eL
LC
(0
x8
4,
*(
Me
m+
+)
);
  
  
  
//
 L
en
gt
h 
+ 
Ex
t 
TC
od
e
 
 
 
29
6 
 1
  
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
29
7 
 1
  
 
 
 
 
D
u
m
p
M
e
m
(M
em
, 
tm
p)
;
 
 
 
29
8 
 1
  
 
 
#e
nd
if
 
 
 
29
9 
 2
  
 
 
fo
r 
(f
=0
; 
f<
(t
mp
-1
);
 f
++
) 
{
 
 
 
30
0 
 2
  
//
  
  
De
bu
gM
sg
("
."
);
 
 
 
30
1 
 2
  
 
 
 
 
W
r
it
eL
LC
(0
x8
4,
*(
Me
m+
+)
);
  
  
//
 W
ri
te
 a
ll
 b
ut
 l
as
t 
qu
ad
le
t
 
 
 
30
2 
 1
  
 
 
};
 
 
 
30
3 
 1
  
 
 
W
r
it
eL
LC
(0
x8
C,
*M
em
);
 
 
 
30
4 
 1
  
//
  
De
bu
gM
sg
("
. 
  
 \
n"
);
 
 
 
30
5 
 1
  
 
 
r
e
t
u
r
n
(0
);
 
 
 
30
6 
  
  
}
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30
8 
  
  
in
t 
Se
nd
Qu
ad
le
tP
ac
ke
t(
QU
AD
 *
Me
m)
 
 
 
30
9 
 1
  
{
 
 
 
31
0 
 1
  
 
 
QU
AD
 t
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
31
2 
 1
  
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
31
3 
 1
  
 
 
 
 
D
u
m
p
M
e
m
(M
em
, 
5)
;
 
 
 
31
4 
 1
  
 
 
#e
nd
if
 
 
 
 
 
 
 
 
 
 
 
 
 
 
31
6 
 1
  
 
 
t
m
p
 
=
 
*
(M
em
++
);
 
 
 
31
7 
 1
  
 
 
W
r
it
eL
LC
(0
x8
0,
(t
mp
 &
 0
xF
FF
F)
 |
 0
x1
00
00
);
  
  
  
  
  
  
  
  
  
  
  
//
 F
ir
st
 
 
 
31
8 
 1
  
 
 
W
r
it
eL
LC
(0
x8
4,
(t
mp
 &
 0
xF
FF
F0
00
0)
 |
(*
(M
em
++
) 
& 
0x
FF
FF
))
; 
  
  
  
//
 B
od
y
 
 
 
31
9 
 1
  
 
 
W
r
it
eL
LC
(0
x8
4,
*(
Me
m+
+)
);
  
  
  
  
  
  
  
  
  
  
  
//
 D
at
a 
qu
ad
le
t
 
 
 
32
0 
 1
  
 
 
W
r
it
eL
LC
(0
x8
C,
*(
Me
m+
+)
);
  
  
  
  
  
  
  
  
  
  
  
//
 C
on
fi
rm
 a
nd
 s
en
d
 
 
 
32
1 
 1
  
 
 
r
e
t
u
r
n
(1
);
 /
/ 
Su
cc
es
s
 
 
 
32
2 
  
  
}
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PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 9
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32
4 
  
  
in
t 
Se
nd
Pa
ck
et
(Q
UA
D 
*M
em
)
 
 
 
32
5 
  
  
//
 S
en
d 
a 
pa
ck
et
 o
f 
un
kn
ow
n 
ty
pe
, 
fr
om
 m
em
or
y 
po
in
te
d 
to
 b
y 
Me
m
 
 
 
32
6 
  
  
//
 R
et
ur
ns
 0
 f
or
 f
ai
lu
re
 
 
 
 
 
 
 
 
 
 
 
 
 
 
32
8 
 1
  
{
 
 
 
32
9 
 1
  
 
 
QU
AD
 t
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
33
1 
 1
  
 
 
t
m
p
 
=
 
R
e
a
dL
LC
(L
LC
AT
FS
ta
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
33
3 
 2
  
 
 
if
 (
tm
p 
& 
0x
80
00
00
00
) 
{
 
 
 
33
4 
 2
  
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
33
5 
 2
  
 
 
 
 
 
 
D
e
bu
gM
sg
("
Se
nd
Pa
ck
et
: 
AT
F 
fu
ll
\n
")
;
 
 
 
33
6 
 2
  
 
 
 
 
#e
nd
if
 
 
 
33
7 
 2
  
 
 
 
 
r
e
t
u
r
n
(0
);
 /
/ 
Fu
ll
 A
TF
 -
 F
ai
lu
re
 
 
 
33
8 
 1
  
 
 
}
 
 
 
 
 
 
 
 
 
 
 
 
 
 
34
0 
 1
  
 
 
//
 C
he
ck
 t
ra
ns
ac
ti
on
 c
od
e 
an
d 
ge
t 
co
rr
ec
t 
le
ng
th
 p
ac
ke
t.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
34
2 
 1
  
 
 
t
m
p
 
=
 
0;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
34
4 
 2
  
 
 
s
w
it
ch
 (
(M
em
[0
] 
& 
0x
F0
)>
>4
) 
{
 
 
 
34
5 
 2
  
 
 
 
 
c
a
s
e
 
 
0:
 
 
 
 
34
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
34
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 W
ri
te
 r
eq
. 
fo
r 
da
ta
 q
ua
dl
et
.\
n"
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
34
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
34
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
S
e
n
dQ
ua
dl
et
Pa
ck
et
(M
em
);
 
 
 
35
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
35
1 
 2
  
 
 
 
 
c
a
s
e
 
 
1:
 
 
 
 
35
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
35
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 W
ri
te
 r
eq
. 
fo
r 
da
ta
 b
lo
ck
.\
n"
);
 
 
 
 
35
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
35
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
S
e
n
dB
lo
ck
Pa
ck
et
(M
em
);
 
 
 
35
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
35
7 
 2
  
 
 
 
 
c
a
s
e
 
 
2:
 
 
 
 
35
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
35
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 W
ri
te
 r
es
p.
 N
o 
pa
yl
oa
d.
\n
")
; 
  
 
 
 
 
36
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
36
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
S
e
n
dN
oP
ay
lo
ad
Pa
ck
et
(M
em
);
 
 
 
36
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
36
3 
 2
  
 
 
 
 
c
a
s
e
 
 
4:
 
 
 
 
36
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
36
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 R
ea
d 
re
q.
 f
or
 d
at
a 
qu
ad
le
t.
\n
")
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
36
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
36
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
S
e
n
dN
oP
ay
lo
ad
Pa
ck
et
(M
em
);
 
 
 
36
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
36
9 
 2
  
 
 
 
 
c
a
s
e
 
 
5:
 
 
 
 
37
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
37
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 R
ea
d 
re
q.
 f
or
 d
at
a 
bl
oc
k.
\n
")
; 
 
 
 
 
37
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
37
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
S
e
n
dQ
ua
dl
et
Pa
ck
et
(M
em
);
 
 
 
37
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
37
5 
 2
  
 
 
 
 
c
a
s
e
 
 
6:
 
 
 
 
37
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
37
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 R
ea
d 
re
sp
. 
fo
r 
da
ta
 q
ua
dl
et
.\
n"
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
37
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
37
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
S
e
n
dQ
ua
dl
et
Pa
ck
et
(M
em
);
 
 
 
38
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
38
1 
 2
  
 
 
 
 
c
a
s
e
 
 
7:
 
 
 
 
38
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
38
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 R
ea
d 
re
sp
. 
fo
r 
da
ta
 b
lo
ck
.\
n"
);
 
 
 
 
38
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
38
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
S
e
n
dB
lo
ck
Pa
ck
et
(M
em
);
 
 
 
38
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
38
7 
 2
  
 
 
 
 
c
a
s
e
 
 
8:
 
 
 
 
38
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
38
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 C
yc
le
 S
ta
rt
 p
ac
ke
t.
\n
")
; 
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39
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
39
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
Se
nd
Qu
ad
le
tP
ac
ke
t(
Me
m)
;
 
 
 
39
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
39
3 
 2
  
 
 
 
 
c
a
s
e
 
 
9:
 
 
 
 
39
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
39
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 L
oc
k 
re
q.
\n
")
; 
 
 
 
 
39
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
39
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
Se
nd
Bl
oc
kP
ac
ke
t(
Me
m)
;
 
 
 
39
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
39
9 
 2
  
 
 
 
 
c
a
s
e
 
10
: 
 
 
 
40
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
40
1 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 I
so
ch
. 
da
ta
 b
lo
ck
.\
n"
);
 
 
 
 
40
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
40
3 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
Se
nd
Bl
oc
kP
ac
ke
t(
Me
m)
;
 
 
 
40
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
40
5 
 2
  
 
 
 
 
c
a
s
e
 
11
: 
 
 
 
40
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
40
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
Se
nd
Pa
ck
et
) 
TX
ed
 L
oc
k 
re
sp
.\
n"
);
 
 
 
 
40
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
40
9 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
t
m
p
 
=
 
Se
nd
Bl
oc
kP
ac
ke
t(
Me
m)
;
 
 
 
41
0 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
41
1 
 2
  
 
 
 
 
c
a
s
e
 
14
: 
tm
p 
= 
0;
 
 
 
41
2 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
41
3 
 2
  
 
 
 
 
de
fa
ul
t:
 t
mp
 =
 0
;
 
 
 
41
4 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
iL
in
kE
rr
or
 =
 E
RR
OR
_L
LC
RX
ed
Un
kn
ow
nT
Co
de
;
 
 
 
41
5 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#i
fd
ef
 I
LI
NK
TX
DE
BU
G
 
 
 
41
6 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
e
bu
gM
sg
("
il
in
kc
on
v.
c:
 (
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Se
nd
Pa
ck
et
) 
Un
kn
ow
n 
pa
ck
et
 t
yp
ed
 r
ec
ei
ve
d 
fo
r 
tr
an
sm
it
.\
n"
);
  
  
 
 
 
 
41
7 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
#e
nd
if
 
 
 
41
8 
 2
  
 
 
 
 
 
 
 
 
 
 
 
 
 
br
ea
k;
 
 
 
41
9 
 1
  
 
 
};
  
 
 
 
42
0 
 1
  
 
 
r
e
t
u
r
n
(t
mp
);
 
 
 
42
1 
  
  
}
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1 
  
  
/*
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**
**
**
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**
**
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**
**
**
**
**
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**
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2 
  
  
 
*
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*
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5 
  
  
 
*
 
 
T
hi
s 
fi
le
 c
on
ta
in
s 
al
l 
th
e 
ne
ce
ss
ar
y 
ro
ut
in
es
 t
o 
se
t 
up
 t
he
  
  
  
*
 
 
 
 
 
6 
  
  
 
*
 
 
t
im
er
 r
eg
is
te
rs
 f
or
 t
as
k 
sw
it
ch
in
g,
 o
n 
an
 A
T9
1M
40
40
0.
  
  
  
  
  
  
*
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*
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
*
 
 
 
 
 
8 
  
  
 
*
 
 
J
u
ly
 1
99
8,
 R
ay
 H
ea
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an
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
 *
 
 
 
 
 
9 
  
  
 
*
 
 
P
le
as
e 
ex
cu
se
 m
y 
ac
ce
nt
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I 
am
 b
y 
ha
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a 
Pa
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al
 p
ro
gr
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me
r 
  
  
  
*
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*
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
*
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*
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*
*
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
13
  
  
 #
in
cl
ud
e 
"A
T9
1t
im
er
.h
" 
  
  
  
  
 /
* 
Ge
t 
Ti
me
r 
re
la
te
d 
co
ns
ta
nt
s 
an
d
 
 
 
 
14
  
  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
a
dd
re
ss
es
 *
/
 
 
 
 
15
  
  
 #
in
cl
ud
e 
"A
T9
1A
IC
.h
"
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
17
  
  
 v
o
id
 S
et
Ti
me
r(
in
t 
Ti
me
rV
ec
)
 
 
 
 
18
  
  
 /
* 
Se
t 
up
 t
he
 t
im
er
 f
or
 t
as
ks
wi
tc
hi
ng
, 
an
d 
ve
ct
or
 i
t 
to
 t
he
 g
iv
en
 a
dd
re
ss
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
20
  
1 
 {
 
 
 
 
21
  
1 
  
 
in
t 
*B
as
e;
 
 
 
 
22
  
1 
  
 
B
a
s
e
 
=
 
(i
nt
 *
) 
(T
CB
as
e+
TC
Ch
an
2)
;
 
 
 
 
23
  
1 
  
 
B
a
s
e
[T
Cx
_C
MR
]=
0x
C0
04
; 
  
  
  
  
  
  
  
  
/*
 L
oo
ki
tu
p 
*/
 
 
 
 
24
  
1 
  
 
B
a
s
e
[T
Cx
_R
C]
=2
4;
  
  
  
  
  
  
  
  
  
  
  
/*
 S
et
 R
eg
is
te
r 
C 
fo
r 
10
0H
z 
in
t 
*/
 
 
 
 
25
  
1 
  
 
B
a
s
e
[T
Cx
_I
ER
]=
0x
10
; 
  
  
  
  
  
  
  
  
  
/*
 E
na
bl
e 
RC
 c
om
pa
re
 i
nt
er
ru
pt
 *
/
 
 
 
 
26
  
1 
  
 
B
a
s
e
[T
Cx
_I
DR
]=
0x
EF
; 
  
  
  
  
  
  
  
  
  
/*
 D
is
ab
le
 a
ny
th
in
g 
el
se
 *
/ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
28
  
1 
  
 
B
a
s
e
 
=
 
(i
nt
 *
) 
TC
Ba
se
;
 
 
 
 
29
  
1 
  
 
B
a
s
e
[T
C_
BM
R]
 =
0x
15
;
 
 
 
 
30
  
1 
  
 
B
a
s
e
[T
C_
BC
R]
 =
0;
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1 
  
 
/*
 N
ow
 w
e 
te
ll
 t
he
 I
nt
er
ru
pt
 c
on
tr
ol
le
r 
to
 r
es
po
nd
 t
o 
th
e 
in
te
rr
up
t.
 *
/
 
 
 
 
33
  
1 
  
 
B
a
s
e
 
=
 
(i
nt
 *
) 
AI
CB
as
e;
 
 
 
 
34
  
1 
  
 
B
a
s
e
[A
IC
_S
MR
6]
 =
0x
00
;
 
 
 
 
35
  
1 
  
 
B
a
s
e
[A
IC
_S
VR
6]
 =
 T
im
er
Ve
c;
 
 
 
 
36
  
1 
  
 
B
a
s
e
[A
IC
_I
CC
R]
 =
 0
x4
0;
  
  
  
  
  
  
  
  
/*
 C
le
ar
 i
nt
 *
/
 
 
 
 
37
  
1 
  
 
B
a
s
e
[A
IC
_I
EC
R]
 =
 0
x4
0;
  
  
  
  
  
  
  
  
/*
 E
na
bl
e 
in
t 
*/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
39
  
1 
  
 
B
a
s
e
 
=
 
(i
nt
 *
) 
(T
CB
as
e+
TC
Ch
an
2)
;
 
 
 
 
40
  
1 
  
 
B
a
s
e
[T
Cx
_C
CR
] 
=0
x5
; 
  
  
  
  
  
/*
 E
na
bl
e 
an
d 
st
ar
t 
cl
oc
k 
*/
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1 
  
 
D
o
H
D
D
()
;
 
 
 
 
47
  
1 
 /
*
 
 
 
 
48
  
1 
  
 
fo
r 
(N
od
e=
0;
 N
od
e 
< 
No
de
Co
un
t;
 N
od
e+
+)
 {
 
 
 
 
49
  
1 
  
 
 
 
if
 (
No
de
 !
= 
(M
yN
od
eI
D 
& 
0x
3F
))
 {
 
 
 
 
50
  
1 
  
 
 
 
 
 
s
pr
in
tf
(O
ut
Bu
f,
 "
Sc
an
ni
ng
 N
od
e:
 %
u 
  
\n
",
 N
od
e)
;
 
 
 
 
51
  
1 
  
 
 
 
 
 
D
e
bu
gM
sg
(O
ut
Bu
f)
;
 
 
 
 
52
  
1 
  
 
 
 
 
 
fo
r 
(f
=0
; 
f<
32
; 
f+
+)
 {
 
 
 
 
53
  
1 
  
 
 
 
 
 
 
 
W
a
it
BM
sg
(&
My
BM
sg
, 
AL
LO
CB
MS
G)
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
55
  
1 
  
 
 
 
 
 
 
 
M
y
B
M
s
g-
>U
se
rI
D 
= 
IL
IN
KR
EP
LY
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
//
 S
o 
tr
an
sa
ct
io
n 
la
ye
r 
kn
ow
s 
wh
o 
to
 r
ep
ly
 t
o.
 
 
 
 
56
  
1 
  
 
 
 
 
 
 
 
T
r
R
e
q 
= 
(T
Tr
an
sR
eq
 *
) 
My
BM
sg
->
Ms
gP
tr
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
58
  
1 
  
 
 
 
 
 
 
 
T
r
R
e
q-
>D
es
tI
D 
= 
No
de
 |
 0
xF
FC
0;
 
 
 
 
59
  
1 
  
 
 
 
 
 
 
 
T
r
R
e
q-
>T
rT
yp
e 
= 
0;
 
 
 
 
60
  
1 
  
 
 
 
 
 
 
 
T
r
R
e
q-
>L
en
gt
h 
= 
4;
 
 
 
 
61
  
1 
  
 
 
 
 
 
 
 
T
r
R
e
q-
>D
es
tH
i 
= 
0x
FF
FF
;
 
 
 
 
62
  
1 
  
 
 
 
 
 
 
 
T
r
R
e
q-
>D
es
tL
o 
= 
0x
F0
00
04
00
+f
*4
;
 
 
 
 
63
  
1 
  
 
 
 
 
 
 
 
Se
nd
BM
sg
(&
My
BM
sg
, 
TR
_D
AT
AR
EQ
);
 
 
 
 
64
  
1 
  
 
 
 
 
 
 
 
W
a
it
BM
sg
(&
My
BM
sg
, 
IL
IN
KR
EP
LY
);
 
 
 
 
65
  
1 
  
 
 
 
 
 
 
 
T
r
R
e
q 
= 
(T
Tr
an
sR
eq
 *
) 
My
BM
sg
->
Ms
gP
tr
;
 
 
 
 
66
  
1 
  
 
 
 
 
 
 
 
if
 (
Tr
Re
q-
>T
rT
yp
e 
!=
 2
56
) 
{
 
 
 
 
67
  
1 
  
 
 
 
 
 
 
 
 
 
s
pr
in
tf
(O
ut
Bu
f,
"%
x 
->
 %
p\
n"
, 
f*
4,
 T
rR
eq
->
Pa
yl
oa
d[
0]
);
 
 
 
 
68
  
1 
  
 
 
 
 
 
 
 
} 
el
se
 {
 
 
 
 
69
  
1 
  
 
 
 
 
 
 
 
 
 
s
pr
in
tf
(O
ut
Bu
f,
"%
x 
->
 T
im
eo
ut
!\
n"
, 
f*
4)
;
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
16
 o
f 1
62
Te
st
IL
in
k
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
16
 o
f 1
62
te
st
.c
 2
 
 
 
 
70
  
1 
  
 
 
 
 
 
 
 
}
 
 
 
 
71
  
1 
  
 
 
 
 
 
 
 
D
e
bu
gM
sg
(O
ut
Bu
f)
;
 
 
 
 
72
  
1 
  
 
 
 
 
 
 
 
Se
nd
BM
sg
(&
My
BM
sg
, 
DE
AL
LO
CB
MS
G)
;
 
 
 
 
73
  
1 
  
 
 
 
 
 
}
 
 
 
 
74
  
1 
  
 
 
 
} 
el
se
 {
 
 
 
 
75
  
1 
  
 
 
 
 
 
s
pr
in
tf
(O
ut
Bu
f,
 "
Sk
ip
pi
ng
 M
ys
el
f.
\n
")
;
 
 
 
 
76
  
1 
  
 
 
 
 
 
D
e
bu
gM
sg
(O
ut
Bu
f)
;
 
 
 
 
77
  
1 
  
 
 
 
}
 
 
 
 
78
  
1 
  
 
}
 
 
 
 
79
  
1 
  
 
D
e
bu
gM
sg
("
Sc
an
 d
on
e.
  
  
  
\n
")
;
 
 
 
 
80
  
1 
 *
/
 
 
 
 
81
  
  
 }
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
17
 o
f 1
62
M
sg
Pa
ss
Te
st
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
17
 o
f 1
62
te
st
.c
 3
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
83
  
  
 v
o
id
 M
s
gP
as
sT
es
t(
vo
id
)
 
 
 
 
84
  
1 
 {
 
 
 
 
85
  
1 
  
 
T
SM
sg
Ha
nd
le
  
 *
My
SM
sg
;
 
 
 
 
86
  
1 
 /
/ 
 T
BM
sg
Ha
nd
le
 *
My
BM
sg
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
88
  
1 
  
//
  
Re
gi
st
er
Ty
pe
(2
);
 
 
 
 
89
  
1 
 /
/ 
 W
ai
tB
Ms
g(
&M
yB
Ms
g,
 A
LL
OC
BM
SG
);
 
 
 
 
90
  
1 
  
 
R
e
g
is
te
rT
yp
e(
3,
 G
et
PI
D(
))
; 
  
  
  
  
  
 /
* 
re
gi
st
er
 s
ma
ll
 m
es
sa
ge
 I
D 
*/
 
 
 
 
91
  
1 
  
 
W
a
it
SM
sg
(&
My
SM
sg
, 
AL
LO
CS
MS
G)
; 
/*
 g
et
 a
 m
es
sa
ge
 t
o 
fi
ll
 i
n 
*/
 
 
 
 
92
  
1 
  
 
Se
nd
SM
sg
(&
My
SM
sg
, 
3)
;
 
 
 
 
93
  
1 
  
 
W
a
it
SM
sg
(&
My
SM
sg
, 
3)
;
 
 
 
 
94
  
1 
  
 
Se
nd
SM
sg
(&
My
SM
sg
, 
DE
AL
LO
CS
MS
G)
; 
/*
 G
iv
e 
it
 b
ac
k 
*/
 
 
 
 
95
  
  
 }
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
18
 o
f 1
62
LE
D
O
n
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
18
 o
f 1
62
te
st
.c
 4
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
97
  
  
 v
o
id
 L
E
D
O
n
(i
nt
 L
ED
Nu
m)
 
 
 
 
98
  
  
 /
* 
Sw
it
ch
 o
n 
LE
D 
0 
th
ro
ug
h 
3 
*/
 
 
 
 
99
  
1 
 {
 
 
 
 
 
 
 
 
 
 
 
 
 
 
10
1 
 1
  
#d
ef
in
e 
LE
D0
 (
1<
<2
8)
 
 
 
 
 
 
 
 
 
 
 
 
 
 
10
3 
 1
  
 
 
in
t 
*B
as
e;
 
 
 
10
4 
 1
  
 
 
B
a
s
e
 
=
 
(i
nt
 *
) 
PI
OB
as
e;
 
 
 
10
5 
 2
  
 
 
if
 (
LE
DN
um
 <
 3
) 
{
 
 
 
10
6 
 2
  
 
 
 
 
B
a
s
e
[P
IO
_S
OD
R]
=L
ED
0 
<<
 L
ED
Nu
m;
 
 
 
10
7 
 1
  
 
 
};
 
 
 
10
8 
 2
  
 
 
if
 (
LE
DN
um
 =
= 
3)
 {
 
 
 
10
9 
 2
  
 
 
 
 
B
a
s
e
[P
IO
_S
OD
R]
=0
x2
00
00
00
; 
  
 
 
 
11
0 
 1
  
 
 
};
 
 
 
11
1 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
19
 o
f 1
62
LE
D
To
gg
le
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
19
 o
f 1
62
te
st
.c
 5
 
 
 
 
 
 
 
 
 
 
 
 
 
 
11
3 
  
  
v
o
id
 L
E
D
T
o
gg
le
(i
nt
 L
ED
Nu
m)
 
 
 
11
4 
  
  
//
 T
og
gl
e 
LE
D 
0 
th
ro
ug
h 
3
 
 
 
11
5 
 1
  
{
 
 
 
11
6 
 1
  
 
 
in
t 
*B
as
e;
 
 
 
11
7 
 1
  
 
 
QU
AD
 t
mp
,L
ma
sk
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
11
9 
 1
  
 
 
B
a
s
e
 
=
 
(i
nt
 *
) 
PI
OB
as
e;
 
 
 
12
0 
 1
  
 
 
if
 (
LE
DN
um
 <
 3
)
 
 
 
12
1 
 1
  
 
 
 
 
L
m
a
s
k 
= 
LE
D0
 <
< 
LE
DN
um
;
 
 
 
12
2 
 1
  
 
 
e
ls
e
 
 
 
12
3 
 1
  
 
 
 
 
L
m
a
s
k 
= 
0x
20
00
00
0;
 
 
 
12
4 
 1
  
 
 
t
m
p
 
=
 
B
a
s
e
[P
IO
_O
DS
R]
 &
 L
ma
sk
;
 
 
 
12
5 
 1
  
 
 
if
 (
tm
p)
 
 
 
12
6 
 1
  
 
 
 
 
B
a
s
e
[P
IO
_C
OD
R]
 =
 L
ma
sk
;
 
 
 
12
7 
 1
  
 
 
e
ls
e
 
 
 
12
8 
 1
  
 
 
 
 
B
a
s
e
[P
IO
_S
OD
R]
 =
 L
ma
sk
;
 
 
 
12
9 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
20
 o
f 1
62
LE
D
O
ff
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
20
 o
f 1
62
te
st
.c
 6
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
13
1 
  
  
v
o
id
 L
E
D
O
ff
(i
nt
 L
ED
Nu
m)
 
 
 
13
2 
  
  
/*
 S
wi
tc
h 
of
f 
LE
D 
0 
th
ro
ug
h 
3 
*/
 
 
 
13
3 
 1
  
{
 
 
 
 
 
 
 
 
 
 
 
 
 
 
13
5 
 1
  
 
 
in
t 
*B
as
e;
 
 
 
13
6 
 1
  
 
 
B
a
s
e
 
=
 
(i
nt
 *
) 
PI
OB
as
e;
 
 
 
13
7 
 2
  
 
 
if
 (
LE
DN
um
 <
 3
) 
{
 
 
 
13
8 
 2
  
 
 
 
 
B
a
s
e
[P
IO
_C
OD
R]
=L
ED
0 
<<
 L
ED
Nu
m;
 
 
 
13
9 
 1
  
 
 
};
 
 
 
14
0 
 2
  
 
 
if
 (
LE
DN
um
 =
= 
3)
 {
 
 
 
14
1 
 2
  
 
 
 
 
B
a
s
e
[P
IO
_C
OD
R]
=0
x2
00
00
00
; 
  
 
 
 
14
2 
 1
  
 
 
};
 
 
 
14
3 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
21
 o
f 1
62
H
ac
kR
an
d
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
21
 o
f 1
62
te
st
.c
 7
 
 
 
 
 
 
 
 
 
 
 
 
 
 
14
5 
  
  
in
t 
H
a
c
kR
an
d(
vo
id
)
 
 
 
14
6 
  
  
//
 R
et
ur
n 
a 
va
lu
e 
fr
om
 0
-2
55
 
 
 
14
7 
 1
  
{
 
 
 
14
8 
 1
  
 
 
QU
AD
 t
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
0 
 1
  
 
 
t
m
p
 
=
 
R
e
a
dL
LC
(L
LC
Cy
cT
im
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
2 
 1
  
 
 
r
e
t
u
r
n
((
tm
p 
^ 
(t
mp
 >
> 
8)
) 
& 
0x
FF
);
 
 
 
15
3 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
22
 o
f 1
62
W
ai
tR
an
d
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
22
 o
f 1
62
te
st
.c
 8
 
 
 
 
 
 
 
 
 
 
 
 
 
 
15
5 
  
  
v
o
id
 W
a
it
Ra
nd
(i
nt
 A
dd
r)
 
 
 
15
6 
  
  
//
 W
ai
t 
fo
r 
a 
ra
nd
om
 t
im
e 
(u
p 
to
 5
 s
ec
on
ds
)
 
 
 
15
7 
  
  
//
 U
se
 A
dd
r 
as
 t
he
 t
im
er
 r
ep
ly
 p
or
t
 
 
 
15
8 
 1
  
{
 
 
 
15
9 
 1
  
 
 
T
T
im
er
Re
q 
*T
im
eR
eq
;
 
 
 
16
0 
 1
  
 
 
T
SM
sg
Ha
nd
le
 *
Ms
g;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
16
2 
 1
  
 
 
W
a
it
SM
sg
(&
Ms
g,
 A
LL
OC
SM
SG
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
16
4 
 1
  
 
 
T
im
eR
eq
 =
 (
TT
im
er
Re
q 
*)
 M
sg
->
Ms
gP
tr
;
 
 
 
16
5 
 1
  
 
 
T
im
eR
eq
->
Re
pl
yA
dd
 =
 A
dd
r;
 
 
 
16
6 
 1
  
 
 
T
im
eR
eq
->
Ti
me
 =
 1
56
*H
ac
kR
an
d(
);
  
  
  
  
  
  
  
 /
/ 
Wa
it
 f
or
 r
an
do
m 
ti
me
 u
p 
to
 5
s
 
 
 
16
7 
 1
  
 
 
Se
nd
SM
sg
(&
Ms
g,
 T
IM
ER
IN
PO
RT
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
16
9 
 1
  
 
 
W
a
it
SM
sg
(&
Ms
g,
 A
dd
r)
;
 
 
 
17
0 
 1
  
 
 
Se
nd
SM
sg
(&
Ms
g,
 D
EA
LL
OC
SM
SG
);
 
 
 
17
1 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
23
 o
f 1
62
Ph
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
23
 o
f 1
62
te
st
.c
 9
 
 
 
 
 
 
 
 
 
 
 
 
 
 
17
3 
  
  
v
o
id
 P
h(
in
t 
Ph
Nu
m)
 
 
 
17
4 
 1
  
{
 
 
 
17
5 
 1
  
 
 
T
SM
sg
Ha
nd
le
 *
My
Le
ft
Ch
op
st
ic
k;
 
 
 
17
6 
 1
  
 
 
T
SM
sg
Ha
nd
le
 *
My
Ri
gh
tC
ho
ps
ti
ck
;
 
 
 
17
7 
 1
  
 
 
T
SM
sg
Ha
nd
le
 *
My
Te
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
17
9 
 1
  
 
 
in
t 
LC
, 
RC
; 
  
/*
 A
dd
re
ss
es
 t
o 
gi
ve
 c
ho
ps
ti
ck
s 
to
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
18
1 
 1
  
 
 
c
ha
r 
*f
oo
 =
 "
Ph
il
os
op
he
r 
x 
is
 e
at
in
g.
\n
";
 
 
 
 
 
 
 
 
 
 
 
 
 
 
18
3 
 1
  
 
 
/*
 F
ig
ur
e 
ou
t 
wh
er
e 
ou
r 
me
ss
ag
es
 a
re
 g
oi
ng
 t
o 
*/
 
 
 
18
4 
 2
  
 
 
if
 (
Ph
Nu
m 
> 
1)
 {
 
 
 
18
5 
 2
  
 
 
 
 
L
C
 
=
 
(P
hN
um
*8
)-
7;
 
 
 
18
6 
 2
  
 
 
} 
el
se
 {
 
 
 
18
7 
 2
  
 
 
 
 
L
C
 
=
 
(6
*8
)-
7;
 
 
 
18
8 
 1
  
 
 
};
 
 
 
 
 
 
 
 
 
 
 
 
 
 
19
0 
 2
  
 
 
if
 (
Ph
Nu
m 
< 
5)
 {
 
 
 
19
1 
 2
  
 
 
 
 
R
C
 
=
 
(P
hN
um
*8
)+
7;
 
 
 
19
2 
 2
  
 
 
} 
el
se
 {
 
 
 
19
3 
 2
  
 
 
 
 
R
C
 
=
 
(0
*8
)+
7;
 
 
 
19
4 
 1
  
 
 
};
 
 
 
 
 
 
 
 
 
 
 
 
 
 
19
6 
 1
  
 
 
/*
 W
e 
ha
ve
 t
o 
re
gi
st
er
 f
or
 a
 c
ho
ps
ti
ck
 f
ro
m 
th
e 
le
ft
 a
nd
 r
ig
ht
 *
/
 
 
 
19
7 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
(P
hN
um
*8
)-
1,
 G
et
PI
D(
))
; 
 /
* 
Fr
om
 l
ef
t 
*/
 
 
 
19
8 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
(P
hN
um
*8
)+
1,
 G
et
PI
D(
))
; 
 /
* 
Fr
om
 r
ig
ht
 *
/
 
 
 
19
9 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
(P
hN
um
*8
)+
3,
 G
et
PI
D(
))
; 
 /
* 
Ti
me
r 
re
pl
y 
po
rt
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
20
1 
 1
  
 
 
/*
 T
el
l 
th
e 
wa
it
er
 I
’m
 r
ea
dy
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
20
3 
 1
  
 
 
W
a
it
SM
sg
(&
My
Te
mp
, 
AL
LO
CS
MS
G)
;
 
 
 
20
4 
 1
  
 
 
Se
nd
SM
sg
(&
My
Te
mp
, 
1)
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
20
6 
 1
  
 
 
/*
 N
ow
 w
e 
be
gi
n 
*/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
20
8 
 2
  
 
 
w
hi
le
 (
1)
 {
 
 
 
20
9 
 2
  
 
 
 
 
/*
 T
hi
nk
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
21
1 
 2
  
 
 
 
 
W
a
it
Ra
nd
((
Ph
Nu
m*
8)
+3
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
21
3 
 2
  
 
 
 
 
/*
 S
cr
ab
bl
e 
fo
r 
ch
op
st
ic
ks
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
21
5 
 3
  
 
 
 
 
if
 (
Ph
Nu
m 
==
 1
) 
{
 
 
 
21
6 
 3
  
 
 
 
 
 
 
W
a
it
SM
sg
(&
My
Ri
gh
tC
ho
ps
ti
ck
, 
(P
hN
um
*8
)+
1)
;
 
 
 
21
7 
 3
  
 
 
 
 
 
 
W
a
it
SM
sg
(&
My
Le
ft
Ch
op
st
ic
k 
, 
(P
hN
um
*8
)-
1)
;
 
 
 
21
8 
 3
  
 
 
 
 
} 
el
se
 {
 
 
 
21
9 
 3
  
 
 
 
 
 
 
W
a
it
SM
sg
(&
My
Le
ft
Ch
op
st
ic
k 
, 
(P
hN
um
*8
)-
1)
;
 
 
 
22
0 
 3
  
 
 
 
 
 
 
W
a
it
SM
sg
(&
My
Ri
gh
tC
ho
ps
ti
ck
, 
(P
hN
um
*8
)+
1)
;
 
 
 
22
1 
 2
  
 
 
 
 
};
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
22
4 
 2
  
 
 
 
 
/*
 E
at
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
22
6 
 2
  
 
 
 
 
fo
o[
12
] 
= 
Ph
Nu
m+
48
;
 
 
 
22
7 
 2
  
 
 
 
 
D
e
bu
gM
sg
(f
oo
);
 
 
 
22
8 
 2
  
 
 
 
 
W
a
it
Ra
nd
((
Ph
Nu
m*
8)
+3
);
 
 
 
 
 
 
 
 
 
 
 
 
 
 
23
0 
 2
  
 
 
 
 
/*
 g
iv
e 
ba
ck
 c
ho
ps
ti
ck
s 
*/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
23
2 
 2
  
 
 
 
 
M
y
L
e
ft
Ch
op
st
ic
k-
>M
sg
Pt
r-
>S
Ms
g[
0]
=P
hN
um
;
 
 
 
23
3 
 2
  
 
 
 
 
Se
nd
SM
sg
(&
My
Le
ft
Ch
op
st
ic
k 
, 
LC
);
 
 
 
23
4 
 2
  
 
 
 
 
M
y
R
ig
ht
Ch
op
st
ic
k-
>M
sg
Pt
r-
>S
Ms
g[
0]
=P
hN
um
;
 
 
 
23
5 
 2
  
 
 
 
 
Se
nd
SM
sg
(&
My
Ri
gh
tC
ho
ps
ti
ck
, 
RC
);
 
 
 
23
6 
 1
  
 
 
};
 
 
 
23
7 
  
  
}
AP
PE
N
D
IX
 D
. S
O
UR
CE
 C
O
DE
Pa
ge
 1
24
 o
f 1
62
D
oP
hi
lo
so
ph
er
s
Tu
e 
M
ar
 1
4 
15
:3
3:
59
 2
00
0
Pa
ge
 1
24
 o
f 1
62
te
st
.c
 1
0
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
24
0 
  
  
v
o
id
 D
o
P
hi
lo
so
ph
er
s(
vo
id
)
 
 
 
24
1 
 1
  
{
 
 
 
24
2 
 1
  
 
 
in
t 
i;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
24
4 
 1
  
 
 
T
SM
sg
Ha
nd
le
 *
My
Te
mp
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
24
6 
 1
  
 
 
/*
 O
pe
n 
a 
co
mm
s 
ch
an
ne
l 
*/
 
 
 
24
7 
 1
  
 
 
R
e
g
is
te
rT
yp
e(
1,
 G
et
PI
D(
))
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
24
9 
 1
  
 
 
/*
 C
re
at
e 
5 
ph
il
os
op
he
rs
 w
it
h 
1K
 s
ta
ck
 s
pa
ce
 *
/
 
 
 
25
0 
 1
  
 
 
fo
r 
(i
=1
; 
i<
=5
; 
i+
+)
 {
 A
dd
Pr
oc
es
s(
(u
ns
ig
ne
d 
in
t)
 &
Ph
, 
i,
 1
02
4)
; 
};
 
 
 
 
 
 
 
 
 
 
 
 
 
 
25
2 
 1
  
 
 
/*
 W
ai
t 
fo
r 
th
em
 t
o 
sa
y 
th
ey
’r
e 
re
ad
y 
*/
 
 
 
25
3 
 2
  
 
 
fo
r 
(i
=1
; 
i<
=5
; 
i+
+)
 {
 
 
 
25
4 
 2
  
 
 
 
 
W
a
it
SM
sg
(&
My
Te
mp
,1
);
 
 
 
25
5 
 2
  
 
 
 
 
Se
nd
SM
sg
(&
My
Te
mp
,D
EA
LL
OC
SM
SG
);
  
  
  
/*
 D
is
ca
rd
 t
he
 m
es
sa
ge
s 
*/
 
 
 
25
6 
 1
  
 
 
};
 
 
 
 
 
 
 
 
 
 
 
 
 
 
25
8 
 1
  
 
 
/*
 S
et
 t
he
 t
ab
le
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
26
0 
 1
  
 
 
W
a
it
SM
sg
(&
My
Te
mp
, 
AL
LO
CS
MS
G)
;
 
 
 
26
1 
 1
  
 
 
Se
nd
SM
sg
(&
My
Te
mp
, 
(1
*8
)-
1)
;
 
 
 
 
 
 
 
 
 
 
 
 
 
 
26
3 
 1
  
 
 
W
a
it
SM
sg
(&
My
Te
mp
, 
AL
LO
CS
MS
G)
;
 
 
 
26
4 
 1
  
 
 
Se
nd
SM
sg
(&
My
Te
mp
, 
(1
*8
)+
1)
; 
  
  
  
  
  
/*
 1
st
 p
hi
lo
 g
et
s 
2 
ch
op
st
ic
ks
 *
/
 
 
 
 
 
 
 
 
 
 
 
 
 
 
26
6 
 1
  
 
 
W
a
it
SM
sg
(&
My
Te
mp
, 
AL
LO
CS
MS
G)
;
 
 
 
26
7 
 1
  
 
 
Se
nd
SM
sg
(&
My
Te
mp
, 
(3
*8
)-
1)
; 
  
  
  
  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
26
9 
 1
  
 
 
W
a
it
SM
sg
(&
My
Te
mp
, 
AL
LO
CS
MS
G)
;
 
 
 
27
0 
 1
  
 
 
Se
nd
SM
sg
(&
My
Te
mp
, 
(3
*8
)+
1)
; 
  
  
  
  
  
/*
 3
rd
 p
hi
lo
 g
et
s 
2 
ch
op
st
ic
ks
 *
/
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